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Abstract.  Being able to detect temporal changesof a network's topol-
ogy can prove useful for the e ectiv e managemen of networks. Recert
work on network models has highlighted potential limitations of the de-
greedistribution asa unique represenation of a network. If the represen-
tation of the network is likely not to be unique then it makesit dicult to
use for change detection. Motiv ating the consideration of an alternativ e
approach which may improve the uniquenessof a network's represerta-
tion is the secondorder degreedistribution, de ned asthe distribution of
the degreeproduct of the edge-pairedvertices of the network. Intuitiv ely,
this distribution captures the nature of the connected vertices within a
network. When comparing two obsenations of a network, at two di er-
ent points in time, their estimated distributions can be used to seeif
there is any changein the nature of the network's connections. To get an
empirical measure of that temporal change the crossentropy of the two
estimated distributions was used. Exp eriments were conducted to study
the ability of this simple approach in detecting network variabilit y, and
therefore whether or not a network has changed.

1 Intro duction

Advancemens in communications technology and their networks, particularly
the Internet, hasled to alot of researt into trying to understand network growth
behaviors. We considerthe approac of having seweral snapshotsof a network at
di erent sequettial points in time. Enabling usto gain an understanding of how
network ewolvesas a function of time. Each network obsenation is modeled as
an undirected graph G(V; E) with N vertices(nodes)V, and M edgesE (links).

interested in measuring network change using this time series, speci cally the
temporal changein the topology of a network. Detecting temporal change of a
network enablesbetter understanding of a network's dynamics, thus enabling
the better designof future networks and their protocols.

Seweral authors [4,5,9] have obsened that the degreedistribution of the
topology of the autonomous system (AS) that constitutes the Internet can be



approximated using a power-law model. The degreeis de ned asthe number of
edgesconnectedto a particular vertex of the network's graph. The AS degree
distribution canbe usedto represern the Internet, asthe Internet consistsof tens
of thousands of loosely connectedAS networks. As noted by [8], one limitation
of using the degreedistribution is that it is not necessarilya unique represen-
tation of a network. This is evident by the fact that there exist methods for
re-wiring networks with the samedegreedistribution. As it is improbable that
every network will have a unique degreedistribution to represer it, we propose
in this paper the use of an alternativ e distribution which is more likely to be
uniqgue compared to the degreedistribution. Proposedis the use of a second
order degreedistribution to represert eat network in time. This distribution
is the degreeproduct of the edge-pairedvertices of the network. The proposed
represeration hasthe advantage that it capturesthe nature of the attachmert,
or connectivity, of the network. In [10] it was shown that the correlation of the
network degreescan determine the attachment of a network. The nature of the
attachment is determined by whether or not the network has assortative mix-
ing or disassortative mixing. The assortative mixing is de ned by the linkage of
high-degreeverticesto other high-degreevertices, and the disassortative mixing
is de ned by the linkage of high-degreeverticesto low-degreevertices. Like the
correlation, the secondorder degreedistribution givessomeindication of assor-
tativ e mixing becausea heavy tail in its distribution is indicativ e of assortative
mixing.

After determining the secondorder degreedistribution of ead obsenation of
a network we require a measureof comparison between obsenations. Recerily,
in [6] they proposeda measureof changefor streameddata using the Kullback-
Leibler (K-L) distance . The streameddata consistedof a set of features like
TCP connectiontime and total down-load time. In their method a sliding window
is applied to the data at ead node of the network and the K-L distance between
two successie windows is then determined. Also, bootstrapping is applied to
the windowed data (random re-sampling is done) to get a statistical measureof
signi cance. Their approach measuresthe changeat ead vertex of the network.
The di erence betweenthe method in [6] and the method proposedin this paper
is that the method of this paper measuresthe change of the network topology
as a whole, and not just one vertex at a time. Also, the measure of change
we consider is symmetrical; unlike the K-L distance which is sensitive to the
comparison'sorder (seeSection 3).

The rest of the paper is organizedasfollows. Section 2 provides details of the
represeration of eat obsenation of the network, including details of degreeand
secondorder degreedistributions. Section 3 preseris the proposedmethod for
detecting topological change.Sections4 and 5 discussthe results of experiments
conducted on simulated and AS-topology data. In Section 6 we concludewith a
summary of results, and presert ideasfor further researd.

! strictly speaking it is not a distance, asit doesnot obey the triangular inequality.



2 Representation

We considera sequenceof obsenations of a network G, where the obsenations
are not necessarilysampled at xed intervals of time, resulting in the series
Gy1;Ga;:::;Gr. For eadh obsenation Gj has corresponding degreesw(G,) =
fwy;wo; i, wy g, wherew; is the number of degreesfor vertex i and N being
the number of vertices. From w(G; ) the degreedistribution p,, (G;) is estimated
using a histogram denotedby g, (G;). The degreedistribution providesoneway
of represerting a graph asa probabilit y distribution, and subsequetly the ability
to provide a measureof the topology of the network.

An alternative to the degreedistribution is to use the distribution of the
probabilities of a network's edges(links) rather than a network's degrees.An
edgeof a network, denoted by e;; , being the link betweenthe network vertices
i and j. If the two verticesi and j are connectedthen e;; = 1 elsee; = 0.
We do not consider the (estimation of the) probability of edgesdirectly here
in this paper, that is pe, , though the measuresdiscussedin the rest of this
paper are applicable to probablllty of edgeapproachesas well. One reasonfor
using the degreedistribution compared to the edge probabilities is that it is
far easierto comparetwo di erent obsenations in time of a network using the
degreedistribution. The reasonit is easieris becauseit avoids dealing with the
possibility that the obsenations of a given network may have non matching
vertices, due to a birth/death processof vertices. For example one network may
have the vertices 1,4,5,8and another has 1,5,8,15.Clearly this makesit hard to
comparethesetwo networks.

An assaiated reasonfor using the degreedistribution is that it avoids the
problem of estimating the probability of edgeswhen the network may be non-
stationary making sampling an issue. The pragmatic issue of sampling is that
to estimate the probability of a given edge we must count the occurrence of
that edge over somewindow of time in which we can safely assumethat the
network is stationary; this seemshard or even impossible, given the goal itself
is to determine whether the network is stationary.

While the degreedistribution avoids the sampling issue of the edge proba-
bility approacd, as discussedin [8], the degreedistribution has the limitation
that it is possibly not a unique represenation of a network. The recert work
of Newman [10] indicated that to model a network accurately someinformation
regarding the nature of attachmert is important, as well as making sure the
model's degreedistribution obsernesa power law [1,11]. To addressthe limita-
tion of the degreedistribution, and to capture in the represenation the type
of attachment the secondorder degreedistribution is used. The secondorder
degreeis de ned by wywy(G) = fwiw; : (i;j) 2 E(G)g wherex; y are vertices
of network G, and E(G) is the set of all edgesof network G. So, the second
order degreedistribution is p,,, Wi (G), and its estimate is denoted by p,,, w; (G).
If most of the secondorder degreesof wywy (G) are large then this is re ected
by a heavy tailed secondorder degreedistribution, and this is indicativ e of the
presenceof assortative mixing within the network.
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3 Measuring change

In this sectionwe de ne and describe the properties of Renyi entropy and cross
entropy measures.Also, we described the use of crossentropy for measuring a
network's topological change.

The Reryi ertropy [12] measureof a proper probability distribution 2 of order

is
1 X
H(P)= g—log B )
k
where0 < < 1. The Shannonentropy measureis a special caseof the Reryi
entropy for ! 1. From (1) the (Reryi) crossentropy of order of is derived
. 1 X P .
I (p:q) = 7—log, T (2)
K %
where p and g are two discrete distributions. The K-L (Kullback-Leibler [7])
distance is a special case of the cross entropy of (2) for when ! 1. One
important property of the cross entropy is that if p = g then | = 0. As
mertioned in the intro duction, we are particularly interestedin a measurewhich
is symmetric, i.e. | (p;q) = | (q;p). If wechose = 0:5in (2) then the cross

entropy is symmetric. Throughout the rest of this paper when referring to the
crossentropy we meanthe symmetric caseof (2)

X p___
lo:s(p;q) = 2log, Pk : 3)
k
To detect any changein a network we compare successie obsenations from
the seriesof obsenations of the network. To determine if there is a change at
time t we rst compare the secondorder degreedistribution Pww; (Gy) with
the estimated distribution of the previous network's obsenation Pww; (Gt 1)
by using (3), i.e.

X q
IO:S(pwin (Gt); pwi w;j (Gt 1)) = 2|0g2 pwi w;j (Gt)pwi w;j (Gt l): (4)
k

To test whether there is a change betweenobsenations we use

Change

los(Puywy (G Pu, (G 1)) 5 (5)

No Change

The choice of the threshold is network dependert, sothere is no one setting of

that we can prescribe without empirical evidence.The reliabilit y of this change
detection is also dependert of the accuracy of the estimate p,,, ,, (Gt). That is
intuitiv ely the larger the network the more accurate we expect the estimate will
be. Therefore, this method is more suitable for large networks (verticesin their
thousandsrather than hundreds).

2 If p is a proper prqpability distribution then p; the probability of event i possible
distinct events has ; pi = 1, wherei = 1;:::;N.



4 Simulated network

We start the experiments with a simulated network basedon the generl model of
random graphs(GRG) [2]. The GRG is formed from the expected degreesof the
graph vertices, E(w;) for i = 1;:::;N. The edgesare formed between vertices
i and j at random and in proportion to lghe product E(w;)E(w;). We used a
power-law degreedistribution px = 1=k = ]-N:l 1=k and randomly allocated a
degreeto eat vertex sud that the averageof the vertex degreeacrossthe whole
network is N px which is equivalert to E(w;), where = 2:1 and degreek.

The reasonfor using a simulated graph, like GRG, is that it is possibleto
control the amourt of di erence betweenobsenations, and therefore the corre-
sponding crossertropies. To create Figure 1 (a) we simulated changeby gener-
ating a GRG for graph G; i, and formed G; from G; ; by keepingthe vertex
degreeslessthan a cut-o value. We therefore created di erences in the tails of
the successie distributions. To estimate distributions a histogram with a xed
number of bins (2000) was used, as this matched the number of vertices which
was set at N=2000. Also, a histogram with this number of bins was a fair com-
promise between speed and approximation error. Figure 1 (b) was formed in
essetially the sameway asFigure 1 (a) only that rather than usingacut-o on
the degreew; to form G; the cut-o is applied to the degreeproduct w;w; .

By comparing (a) and (b) of Figure 1 it is evidert that there is a larger
variation in the crossentropy valuesover the tested cut-o valuesof the second
order degreedistribution. Intuitiv ely it makessensethat the secondorder degree
distribution will have more spreadin value comparedto the degreedistribution,
becausat is a product of degreesThis di erence in crossentropy valuesindicates
in this simulation that the seconddegreedistribution hasa larger rangeof change
than the degreedistribution.

5 AS-top ology

The data set usedis the well known AS-graphs, the Autonomous Systemtopol-
ogy of the Internet ascollectedby the University of OregonRoute Views Project 3.
AS-graphswas rst studied in [4] where it was shown that AS-graphsexhibits a
highly variable degreedistribution. By highly variable they meart that the de-
greedistribution is heavy tailed. A number of authors [4, 9] have suggestecdthat
the tail of the degreedistribution canbe crudely modeledby a power-law approx-
imation. Sincethis is a data set with high variability it makesit an interesting
data setto study with a secondorder degreedistribution becauseit is a natural
measureof variabilit y, especially with regard to attachment (connectivity).

The AS-graphs(Autonomous Systemstopology of the Internet) data consists
of a time seriesof 14 obsenations (recordings) ranging in roughly 3 monthly in-
tervals from 1997/11/08 to 2001/03/16. The edgesof the obsened graph were
formed from the physical links betweentwo Autonomous Systems,where eath

3 Available at http://www.cosin.org/extra/da ta/in tern et/n lanr. html.
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Fig. 1. Crossentropy betweenthe whole distribution and the part of the same distri-
bution lessthan the degreeand product cut-os.

vertex of a graph was an Autonomous System. Each obsened graph (time se-
ries obsenation) was an undirected graph with all self-loops and parallel edges
removed.

We calculated the crossertropies of neighbouring distribution estimatesus-
ing (4), where histograms were used to form the distribution estimates. For
determining the degreedistribution the degreeof ead vertex in the graph was
determined using a histogram, and then the nal distribution was produced
by passingthe result to a secondhistogram where the number of bins was set
equal to the maximum degreeof all the vertices of the graph. In the caseof
the secondorder degreedistributions a similar processwas followed: rstly , the
degreefor ead vertex in the graph was determined using a histogram; secondly
a histogram was created using the degreeproducts of all the links of the graph
wxWy(Gt) = fwiw; : (i;j) 2 E(G)g to produce p,, W; (Gy), where the number
of bins of the secondhistogram was set to the maximum secondorder degree
= max(wx Wy (Gy)).

Figure 2 shaws the following measuremets performed on the AS-graphstime
series:crosserntropy of (4); averagedeggeedi erence w(Gt) W(G; 1), where

the averagedegreeis given by w(G) = %&W with V(G) being the set of
all vertices of graph G, and jV (G)j asthe cardinality of V(G); averagesecond
order degreedi erence Wiw; (Gt) Wiw; (Gt 1), wherethe averagesecondorder

degreeis givenby W w; (G) = %G)’JWW’ degreevariagcedi erence W(G;)

12
W(G; 1), where the degreevariance is given by W(G) = %S(JW) w(G)?;
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Fig. 2. Measuremerts of the AS-graphs time series (3 monthly intervals) at
http://www.cosin.org/extra/data/in  ternet/nlanr.h tml.

secondorder degreevariancedi erence \; w; (Gﬂ) Wiw; (Gt 1), wherethe second

Sw )2
order degreevariance s given by \;w; (G) = %G))(]WW‘) Wiw; (G)2.
There are a number of obsenations to be made from results of Figure 2.
The cross entropy values of the secondorder degree have signi cantly larger
changesin value compared to the degreedistribution. Noting that when the
distributions areidentical the crossentropy will be zero;the greaterthe di erence
in the distributions the more negative the resulting crosserntropy will be. This
di erence betweensecondorder and rst order degreehistogramsis support by
the averageand variance measuremets. We notice for the secondorder degree
results that the largest changein the time serieswasfrom time periodt 1=7
to t = 8 (obsenation 8 of Figure 2). We seefrom Figure 2 that this changein
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crossentropy is correlated with a suddenjump in both the averageand variance
of the secondorder degreedistributions, which is indicativ e of an increasein the
assortative mixing of the network.

Figure 3, shows the percertage of obsenations of the degreeand second
order degreedistributions which were detected as having changed for various
thresholds, of (5). We seein Figure 3 that the spread of cross entropies is
larger for the secondorder degreedistribution comparedto the rst order degree
distribution. This indicates that in the caseof AS-graphs, and possibly other
\large" networks, it is easierto identify changesin topology using the second
order degreedistribution.

5.1 Dalily interv al

To study the daily changesof the AS-level topology we useda modi ed version
of the link data located at http://irl.cs.uc la. edu/t opol ogy/d ata/2 004.0 1,
the daily AS-level links for the month of January 2004. The modi cation made
wasto retain only thoselinks wherethe \time last obsened" eld wasthe same
asthe day for that link le, e.g.15th for the links le \links.20040115.9z".
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Fig. 4. Measuremerts of the time seriesof AS-level topology for January 2004.

Figure 4 wasformed using the sameprocedureasusedfor the AS-graphswith
a 3 month spacing. The crossentropy results are similar to that of Figure 2 in
that the secondorder degreehad more evidert changescomparedto the degree
distribution. Signi cant changesin the secondorder degreescrossertropies at
obsenations 7, 8, 9 and 14. The successie di erences of averageand variance
of the secondorder degreedistribution also indicate signi cant changeat 9 and
14.

6 Conclusion

We propose a simple method for identifying change in a network's topology.
We demonstrated empirically that the crossentropy betweensuccessie network
obsenations can be used as a measureof change. As this is work in progress
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there are areasrequiring further study. Theseinclude; a comparisonof the degree
distribution approad with other measuresof dynamic networks like that in [3];

a study of more networks, both large and small, and particularly networks that

have the presenceof a known topological change;and nally an investigation of
the useof this method to compareparts of a single network (compare sub-graphs)
and so perform a spatial comparisonrather than a temporal one.

7 Acknowledgmen ts

Thanks to Matt Roughan for pointing me in the direction of the work of Li et.
al., to Carey Priebe for discussionsregarding Reryi entropies, and Miro Kraetzl
for discussionson measuresof network dynamics. Also, thanks to the anonymous
reviewers for their constructive commerts.

References

1. R. Albert and A.-L. Barabasi. Statistical Mechanics of Complex Networks. Rev.
Mod. Phys., 74:247{97, 2002.

2. F. Chung and L. Lu. The Average Distance in a Random Graph with given
Expected Degrees. Internet Mathematics, 1:91{113, 2003.

3. L. E. Diamond, M. E. Gaston, and Miro Kraetzl. An Observation of Power Law
Distribution in Dynamic Networks. In Proceedings of Information, Decision and
Control Conference, pages101{105, 2002.

4. M. Faloutsos, P. Faloutsos, and C. Faloutsos. On Power-Law Relationships of the
Internet Topology. In Proceedings of ACM SIGCOMM , 1999.

5. M. Fayed, P. Krapivsky , J. W. Byers, M. Crovella, D. Finkel, and S. Redner. On the
Emergenceof Highly Variable Distributions in the Autonomous System Topology.
ACM SIGCOMM Computer Communications Review (CCR), 33(2):41{49, 2003.

6. B. Krishnamurthy, H. V. Madhyastha, and S. Venkatasubramanian. On Station-
arity in Internet Measuremerts Through an Information-Theoretic Lens. In Proc.
1st IEEE Workshop on Networking and Databases 2005.

7. S. Kullback and R. A. Leibler. On Informations and Su ciency. The Annals of
Math. Stat., 22:79{86, 1951.

8. L. Li, D. Alderson, W. Willinger, and J. Doyle. A First-Principle Approach to
Understanding the Internet's Router-Level Topology. In Proceedings of ACM SIG-
COMM, pages3{14, 2004.

9. D. Magoni and J. Pansiot. Analysis of the Autonomous System Network Topology.
ACM SIGCOMM Computer Communication Review, 31(3):26{37, 2001.

10. M. E. J. Newman. Assortative Mixing in Networks. Phys. Rev. Lett., 89:208701,
2002.

11. M. E. J. Newman. The Structure and Function of Complex Networks. SIAM
Review, 45:167{256, 2003.

12. A. Renyi. Probability Theory. North Holland, Amsterdam, 1970.



