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Abstract. Being able to detect temporal changesof a network's topol-
ogy can prove useful for the e�ectiv e management of networks. Recent
work on network models has highlighted potential limitations of the de-
greedistribution asa unique representation of a network. If the represen-
tation of the network is lik ely not to be unique then it makesit di�cult to
use for change detection. Motiv ating the consideration of an alternativ e
approach which may improve the uniquenessof a network's representa-
tion is the secondorder degreedistribution, de�ned as the distribution of
the degreeproduct of the edge-pairedvertices of the network. Intuitiv ely,
this distribution captures the nature of the connected vertices within a
network. When comparing two observations of a network, at two di�er-
ent points in time, their estimated distributions can be used to see if
there is any change in the nature of the network's connections. To get an
empirical measureof that temporal change the crossentropy of the two
estimated distributions was used. Experiments were conducted to study
the abilit y of this simple approach in detecting network variabilit y, and
therefore whether or not a network has changed.

1 In tro duction

Advancements in communications technology and their networks, particularly
the Internet, hasled to a lot of research into trying to understandnetwork growth
behaviors. We considerthe approach of having several snapshotsof a network at
di�eren t sequential points in time. Enabling us to gain an understanding of how
network evolvesas a function of time. Each network observation is modeled as
an undirected graph G(V; E) with N vertices(nodes)V , and M edgesE (links).
So, a network can be viewed as a time seriesof graphs G1; G2; : : : ; Gt . We are
interested in measuring network change using this time series,speci�cally the
temporal change in the topology of a network. Detecting temporal changeof a
network enablesbetter understanding of a network's dynamics, thus enabling
the better designof future networks and their protocols.

Several authors [4,5,9] have observed that the degree distribution of the
topology of the autonomous system (AS) that constitutes the Internet can be
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approximated using a power-law model. The degreeis de�ned as the number of
edgesconnectedto a particular vertex of the network's graph. The AS degree
distribution can be usedto represent the Internet, asthe Internet consistsof tens
of thousandsof loosely connectedAS networks. As noted by [8], one limitation
of using the degreedistribution is that it is not necessarilya unique represen-
tation of a network. This is evident by the fact that there exist methods for
re-wiring networks with the samedegreedistribution. As it is improbable that
every network will have a unique degreedistribution to represent it, we propose
in this paper the use of an alternativ e distribution which is more likely to be
unique compared to the degreedistribution. Proposed is the use of a second
order degreedistribution to represent each network in time. This distribution
is the degreeproduct of the edge-pairedvertices of the network. The proposed
representation has the advantage that it captures the nature of the attachment,
or connectivity, of the network. In [10] it was shown that the correlation of the
network degreescan determine the attachment of a network. The nature of the
attachment is determined by whether or not the network has assortative mix-
ing or disassortativemixing. The assortative mixing is de�ned by the linkageof
high-degreevertices to other high-degreevertices, and the disassortative mixing
is de�ned by the linkageof high-degreevertices to low-degreevertices. Like the
correlation, the secondorder degreedistribution givessomeindication of assor-
tativ e mixing becausea heavy tail in its distribution is indicativ e of assortative
mixing.

After determining the secondorder degreedistribution of each observation of
a network we require a measureof comparisonbetweenobservations. Recently ,
in [6] they proposeda measureof changefor streameddata using the Kullback-
Leibler (K-L) distance 1. The streamed data consistedof a set of features like
TCP connectiontime and total down-load time. In their method a sliding window
is applied to the data at each node of the network and the K-L distancebetween
two successive windows is then determined. Also, bootstrapping is applied to
the windowed data (random re-sampling is done) to get a statistical measureof
signi�cance. Their approach measuresthe changeat each vertex of the network.
The di�erence betweenthe method in [6] and the method proposedin this paper
is that the method of this paper measuresthe change of the network topology
as a whole, and not just one vertex at a time. Also, the measure of change
we consider is symmetrical; unlike the K-L distance which is sensitive to the
comparison'sorder (seeSection 3).

The rest of the paper is organizedas follows. Section2 providesdetails of the
representation of each observation of the network, including details of degreeand
secondorder degreedistributions. Section 3 presents the proposedmethod for
detecting topological change.Sections4 and 5 discussthe results of experiments
conducted on simulated and AS-topology data. In Section 6 we concludewith a
summary of results, and present ideasfor further research.

1 Strictly speaking it is not a distance, as it does not obey the triangular inequalit y.
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2 Represen tation

We considera sequenceof observations of a network G, where the observations
are not necessarilysampled at �xed intervals of time, resulting in the series
G1; G2; : : : ; Gt . For each observation Gj has corresponding degreesw(Gj ) =
f w1; w2; : : : ; wN g, where wi is the number of degreesfor vertex i and N being
the number of vertices.From w(Gj ) the degreedistribution pw i

(Gj ) is estimated
using a histogram denotedby ~pw i

(Gj ). The degreedistribution providesoneway
of representing a graph asa probabilit y distribution, and subsequently the abilit y
to provide a measureof the topology of the network.

An alternativ e to the degreedistribution is to use the distribution of the
probabilities of a network's edges(links) rather than a network's degrees.An
edgeof a network, denoted by ei;j , being the link betweenthe network vertices
i and j . If the two vertices i and j are connected then ei;j = 1 else ei;j = 0.
We do not consider the (estimation of the) probabilit y of edgesdirectly here
in this paper, that is pei;j

, though the measuresdiscussedin the rest of this
paper are applicable to probabilit y of edgeapproaches as well. One reasonfor
using the degreedistribution compared to the edge probabilities is that it is
far easierto compare two di�eren t observations in time of a network using the
degreedistribution. The reasonit is easieris becauseit avoids dealing with the
possibility that the observations of a given network may have non matching
vertices, due to a birth/death processof vertices. For exampleone network may
have the vertices 1,4,5,8and another has 1,5,8,15.Clearly this makesit hard to
comparethesetwo networks.

An associated reasonfor using the degreedistribution is that it avoids the
problem of estimating the probabilit y of edgeswhen the network may be non-
stationary making sampling an issue.The pragmatic issueof sampling is that
to estimate the probabilit y of a given edge we must count the occurrence of
that edge over some window of time in which we can safely assumethat the
network is stationary; this seemshard or even impossible,given the goal itself
is to determine whether the network is stationary.

While the degreedistribution avoids the sampling issueof the edgeproba-
bilit y approach, as discussedin [8], the degreedistribution has the limitation
that it is possibly not a unique representation of a network. The recent work
of Newman [10] indicated that to model a network accurately someinformation
regarding the nature of attachment is important, as well as making sure the
model's degreedistribution observesa power law [1,11]. To addressthe limita-
tion of the degreedistribution, and to capture in the representation the type
of attachment the secondorder degreedistribution is used. The secondorder
degreeis de�ned by w x w y (G) = f wi wj : (i; j ) 2 E(G)g where x; y are vertices
of network G, and E(G) is the set of all edgesof network G. So, the second
order degreedistribution is pw i w j

(G), and its estimate is denoted by ~pw i w j
(G).

If most of the secondorder degreesof w x w y (G) are large then this is re
ected
by a heavy tailed secondorder degreedistribution, and this is indicativ e of the
presenceof assortative mixing within the network.
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3 Measuring change

In this section we de�ne and describe the properties of R�enyi entropy and cross
entropy measures.Also, we described the use of crossentropy for measuring a
network's topological change.

The R�enyi entropy [12] measureof a proper probabilit y distribution 2 of order
� is

H � (p) =
1

1 � �
log2

X

k

p�
k ; (1)

where 0 < � < 1. The Shannonentropy measureis a special caseof the R�enyi
entropy for � ! 1. From (1) the (R�enyi) crossentropy of order � of is derived

I � (p; q) =
1

1 � �
log2

X

k

p�
k

q� � 1
k

; (2)

where p and q are two discrete distributions. The K-L (Kullbac k-Leibler [7])
distance is a special case of the cross entropy of (2) for when � ! 1. One
important property of the cross entropy is that if p = q then I � = 0. As
mentioned in the intro duction, we are particularly interested in a measurewhich
is symmetric, i.e. I � (p; q) = I � (q; p). If we chose� = 0:5 in (2) then the cross
entropy is symmetric. Throughout the rest of this paper when referring to the
crossentropy we mean the symmetric caseof (2)

I 0:5(p; q) = 2 log2

X

k

p
pk qk : (3)

To detect any changein a network we comparesuccessive observations from
the seriesof observations of the network. To determine if there is a change at
time t we �rst compare the secondorder degreedistribution ~pw i w j

(Gt ) with
the estimated distribution of the previous network's observation ~pw i w j

(Gt � 1)
by using (3), i.e.

I 0:5(~pw i w j
(Gt ); ~pw i w j

(Gt � 1)) = 2 log2

X

k

q
~pw i w j

(Gt )~pw i w j
(Gt � 1): (4)

To test whether there is a changebetweenobservations we use

I 0:5(~pw i w j
(Gt ); ~pw i w j

(Gt � 1))

Change
<
>

No Change

� : (5)

The choiceof the threshold � is network dependent, so there is no onesetting of
� that we can prescribe without empirical evidence.The reliabilit y of this change
detection is also dependent of the accuracy of the estimate ~pw i w j

(Gt ). That is
intuitiv ely the larger the network the more accurate we expect the estimate will
be. Therefore, this method is more suitable for large networks (vertices in their
thousandsrather than hundreds).
2 If p is a proper probabilit y distribution then pi the probabilit y of event i possible

distinct events has
P

i pi = 1, where i = 1; : : : ; N .
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4 Simulated net work

Westart the experiments with a simulated network basedon the general model of
random graphs(GRG) [2]. The GRG is formed from the expecteddegreesof the
graph vertices, E(wi ) for i = 1; : : : ; N . The edgesare formed between vertices
i and j at random and in proportion to the product E(wi )E(wj ). We used a
power-law degreedistribution pk = 1=k� =

P N
j =1 1=k� and randomly allocated a

degreeto each vertex such that the averageof the vertex degreeacrossthe whole
network is N � pk which is equivalent to E(wi ), where � = 2:1 and degreek.

The reasonfor using a simulated graph, like GRG, is that it is possible to
control the amount of di�erence betweenobservations, and therefore the corre-
sponding crossentropies. To create Figure 1 (a) we simulated changeby gener-
ating a GRG for graph Gt � 1, and formed Gt from Gt � 1 by keeping the vertex
degreeslessthan a cut-o� value. We therefore created di�erences in the tails of
the successive distributions. To estimate distributions a histogram with a �xed
number of bins (2000) was used, as this matched the number of vertices which
was set at N=2000. Also, a histogram with this number of bins was a fair com-
promise between speed and approximation error. Figure 1 (b) was formed in
essentially the sameway asFigure 1 (a) only that rather than using a cut-o� on
the degreewi to form Gt the cut-o� is applied to the degreeproduct wi wj .

By comparing (a) and (b) of Figure 1 it is evident that there is a larger
variation in the crossentropy valuesover the tested cut-o� valuesof the second
order degreedistribution. Intuitiv ely it makessensethat the secondorder degree
distribution will have more spreadin value comparedto the degreedistribution,
becauseit is a product of degrees.This di�erence in crossentropy valuesindicates
in this simulation that the seconddegreedistribution hasa larger rangeof change
than the degreedistribution.

5 AS-top ology

The data set usedis the well known AS-graphs, the Autonomous Systemtopol-
ogyof the Internet ascollectedby the University of OregonRoute ViewsProject 3.
AS-graphswas �rst studied in [4] where it wasshown that AS-graphsexhibits a
highly variable degreedistribution. By highly variable they meant that the de-
greedistribution is heavy tailed. A number of authors [4,9] have suggestedthat
the tail of the degreedistribution canbecrudely modeledby a power-law approx-
imation. Since this is a data set with high variabilit y it makes it an interesting
data set to study with a secondorder degreedistribution becauseit is a natural
measureof variabilit y, especially with regard to attachment (connectivity).

The AS-graphs(Autonomous Systemstopology of the Internet) data consists
of a time seriesof 14 observations (recordings) ranging in roughly 3 monthly in-
tervals from 1997/11/08 to 2001/03/16. The edgesof the observed graph were
formed from the physical links between two Autonomous Systems,where each

3 Available at http://www.cosin.org/extra/da ta/in tern et/n lanr. html .
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(a) Degreedistribution.
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(b) Secondorder degreedistribution.

Fig. 1. Cross entropy between the whole distribution and the part of the samedistri-
bution less than the degreeand product cut-o�s.

vertex of a graph was an Autonomous System. Each observed graph (time se-
ries observation) was an undirected graph with all self-loops and parallel edges
removed.

We calculated the crossentropies of neighbouring distribution estimatesus-
ing (4), where histograms were used to form the distribution estimates. For
determining the degreedistribution the degreeof each vertex in the graph was
determined using a histogram, and then the �nal distribution was produced
by passingthe result to a secondhistogram where the number of bins was set
equal to the maximum degreeof all the vertices of the graph. In the caseof
the secondorder degreedistributions a similar processwas followed: �rstly , the
degreefor each vertex in the graph wasdetermined using a histogram; secondly,
a histogram was created using the degreeproducts of all the links of the graph
w x w y (Gt ) = f wi wj : (i; j ) 2 E(Gt )g to produce ~pw i w j

(Gt ), where the number
of bins of the secondhistogram was set to the maximum secondorder degree
= max(w x w y (Gt )).

Figure 2 shows the following measurements performedon the AS-graphstime
series:crossentropy of (4); averagedegreedi�erence ~w(Gt ) � ~w(Gt � 1), where

the averagedegreeis given by ~w(G) =
P

i 2 V ( G ) w i

jV (G) j with V (G) being the set of
all vertices of graph G, and jV (G)j as the cardinalit y of V (G); averagesecond
order degreedi�erence ]wi wj (Gt ) � ]wi wj (Gt � 1), where the averagesecondorder

degreeis givenby ]wi wj (G) =
P

( i;j ) 2 E ( G ) w i w j

jE (G) j ; degreevariancedi�erence ŵ(Gt ) �

ŵ(Gt � 1), where the degreevariance is given by ŵ(G) =
P

i 2 V ( G ) (w i )2

jV (G) j � ~w(G)2;
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Fig. 2. Measurements of the AS-graphs time series (3 monthly intervals) at
http://www.cosin.org/extra/data/in ternet/nlanr.h tml.

secondorder degreevariancedi�erence [wi wj (Gt )� [wi wj (Gt � 1), wherethe second

order degreevariance is given by [wi wj (G) =
P

( i;j ) 2 E ( G ) (w i w j )2

jE (G) j � ]wi wj (G)2.

There are a number of observations to be made from results of Figure 2.
The cross entropy values of the secondorder degreehave signi�can tly larger
changes in value compared to the degreedistribution. Noting that when the
distributions areidentical the crossentropy will bezero;the greater the di�erence
in the distributions the more negative the resulting crossentropy will be. This
di�erence betweensecondorder and �rst order degreehistograms is support by
the averageand variance measurements. We notice for the secondorder degree
results that the largest changein the time serieswas from time period t � 1 = 7
to t = 8 (observation 8 of Figure 2). We seefrom Figure 2 that this change in
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Fig. 3. Results of applying the change test of (5) to AS-graphs for various settings of
the threshold � .

crossentropy is correlated with a suddenjump in both the averageand variance
of the secondorder degreedistributions, which is indicativ e of an increasein the
assortative mixing of the network.

Figure 3, shows the percentage of observations of the degree and second
order degreedistributions which were detected as having changed for various
thresholds, � of (5). We see in Figure 3 that the spread of cross entropies is
larger for the secondorder degreedistribution comparedto the �rst order degree
distribution. This indicates that in the caseof AS-graphs, and possibly other
\large" networks, it is easier to identify changesin topology using the second
order degreedistribution.

5.1 Daily in terv al

To study the daily changesof the AS-level topology we useda modi�ed version
of the link data located at http://irl.cs.uc la. edu/t opol ogy/d ata /2 004.0 1,
the daily AS-level links for the month of January 2004.The modi�cation made
was to retain only those links where the \time last observed" �eld was the same
as the day for that link �le, e.g. 15th for the links �le \links.20040115.gz".
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Fig. 4. Measurements of the time seriesof AS-level topology for January 2004.

Figure 4 wasformed using the sameprocedureasusedfor the AS-graphswith
a 3 month spacing. The crossentropy results are similar to that of Figure 2 in
that the secondorder degreehad more evident changescomparedto the degree
distribution. Signi�cant changesin the secondorder degreescrossentropies at
observations 7, 8, 9 and 14. The successive di�erences of averageand variance
of the secondorder degreedistribution also indicate signi�can t changeat 9 and
14.

6 Conclusion

We propose a simple method for identifying change in a network's topology.
We demonstratedempirically that the crossentropy betweensuccessive network
observations can be used as a measureof change. As this is work in progress
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there are areasrequiring further study. Theseinclude; a comparisonof the degree
distribution approach with other measuresof dynamic networks like that in [3];
a study of more networks, both large and small, and particularly networks that
have the presenceof a known topological change;and �nally an investigation of
the useof this method to compareparts of a singlenetwork (comparesub-graphs)
and so perform a spatial comparisonrather than a temporal one.
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