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Abstract. Userreactionto traf�c congestioncanhavesevereimpactonnetwork
stability and signi�cant implication for traf�c engineering.For example,users
who persistin large peer-to-peertransfersdespitecongestioncandrive the net-
work into congestioncollapse.On the otherhand,userswho abort large trans-
ferscansmoothenself-similartraf�c. We presenta tool, calledSAX, for study-
ing congestion-inducedbehavior of websurfers.SAX extractsinformationfrom
HTTPpacket tracesandinfersclicks,abortionsandsessions.Measurementswith
SAX show how usersback-off whencongestionoccurs.

1 Intr oduction

Despiteexponentialgrowth of Internettraf�c in the last tenyears,widespreadoutage
similar to thecongestioncollapseobservedin theearlyyears[1,2] havenot happened,
even with the occasional�ash crowds (Olympics,9/11,etc.).Much credit for the In-
ternet's ability to deal with suchtraf�c burstsgoesto the TCP's congestioncontrol
mechanism.TCPcongestioncontrol,however, only affectsthe traf�c in a connection,
not thenumberof connections.This numberis determinedby theusers,who therefore
playa role in controllingthetraf�c.

Suchtraf�c control by usersis particularlyprominentduring web sur�ng. A web
surferreactsto congestionin two ways:(U1) shemayabort a slowdownloadby click-
ing “Stop”, “Reload” or anotherhyper-link, and(U2) shemaycut short her sur�ng
session.Suchbehavior is a form of congestion-induceduser back-off: (U1) stopsa
downloadand(U2) reducesthenumberof completeddownloads.

Userreactionto network congestioncansigni�cantly affect network stability and
traf�c engineering.Indeed,abortinglarge HTTP paresdown the tail of the �le size
distribution. This action in effect smoothensout self-similar traf�c, possiblymaking
elaboratetraf�c engineeringfor counteringburstinessunnecessary.

As partof a largerstudyon interactionbetweenbandwidthsupplyanddemand[3],
we areinterestedin �nding evidencefor (U1) and(U2) in traf�c traces.Figs.1 and2
show our main results,obtainedfrom analysisof a 50GBtcpdumptracetaken from a
link in anacademicnetwork over two work days.Fig. 1 shows evidencefor userback-
off (U1). As downloadthroughputdecreases,the probability of abortinga download
increases.The cumulative distribution function (cdf) is representedby the smoother
curve.Fig. 2 shows evidencefor userback-off (U2). As sessionthroughputdecreases,
thenumberof completeddownloadspersessiondecreases;here,we focuson session
throughputsbelow 20KBps— thecdf indicatesthatthey makeup95%of thedata.
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Fig.1. Evidencefor userback-off (U1).
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Fig.2. Evidencefor userback-off (U2).

Therestof this paperpresentshow weanalyzetheHTTP packet traceto obtainthe
resultsin Figs. 1 and2 usingSAX, a tool we developedto infer surferactionsfrom
packet traces.

2 Models for Congestionand UserSur�ng Actions

Before we presentSAX, we needto proposea good measureof “congestion”.It is
dif�cult to quantify network congestionin generalusing somemetric. For example,
downloadtime is not a goodmeasureof congestion,sinceit is affectedby round-trip
time,server load,etc.Wethereforefocusouranalysisonasinglebottlenecklink 1, and
de�ne thecongestionlevel on the link asthe numberof concurrentdownloadsat any
instanton this link, denotedask. Fig. 3 con�rms that this metric is appropriate:our
measurementsshow k tracesthesessionarrival rateasit risesandfallsover48hours.

An alternative measureof congestionlevel is the per-downloadbandwidthbk =
(l ink bandwidth )=k. Essentially, a bk -axis reversesthe k-axis, and the interesting,
high-congestionpartof thecurveiscompressedneartheverticalaxis;thus,presentation-
wise,k seemsabetterchoicethanbk .

To formalizeactions(U1) and (U2), we needto model sessions,downloadsand
abort.In our model,a usersurfsthewebthrougha seriesof sessions, eachconsisting
of HTTP requests.A usersendsHTTP requestsby typing in URLs, clicking on book-
marksor hyper-links, etc.Eachof theseactionsis modeledasa click andeachclick
generatesone download. A downloadmay consistof multiple andpossiblyparallel
HTTP requests.(Our downloadcorrespondsto BarfordandCrovella's web object [4]
andChoi andLimb's web-request[5].) Oneusermay launchmultiple downloadsin
parallelfrom differentbrowserwindows;similarly for tabbedbrowsing.

A usermaybefrustratedby — andabort— a downloadthat takestoo long to �n-
ish. For example,a userwho is presentedwith several web searchresultsmay click
onelink, �nd thedownloadtoo slow, andabortit by clicking on anotherlink. We de-
notetheprobabilitythatadownloadis abortedaspabort . After thedownloadis aborted,

1 This singling out one link from the Internet is analogousto how classicaldemand-supply
analysisisolatesonemarket in a largereconomy.
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Fig.4. UserSur�ng Model

the usermight click again. We denotethe probability of a click following an aborted
downloadin the samesessionaspretry . We saya downloadis completed,if it is not
aborted.Probabilitypnext denotestheproportionof completeddownloadsthatarefol-
lowedby anotherclick in thesession.Fig. 4 showsthisuserbehavior model,with three
userstates.A userstaysin eitherwait-abort state(for aborteddownload)andwait-
complete state(for completeddownload) while a download is in progress.A think
state,wherethe useris viewing the completeddownload,follows the wait-complete
state.Onecanelaborateon this simplemodelby addingsleeptime betweensessions
andnon-reactiveelephantinedownloads[3].

Analysisof thesameHTTP packet tracein Section1 illustrateshow usersbehave
whencongestion-level changes.Fig. 5 plotspabort , pnext andpretry againstk. As ex-
pected,pabort increaseswith thecongestionmeasurek, while pnext decreases.As for
pretry , therearetwo possibilities:at low congestionlevels,whenthroughputis still sat-
isfactory, anincreasein congestionmaypromptauserto retry;with poorthroughputat
highcongestionlevels,however, any increasein congestionmaypromptauserto aban-
donthesession.Thesepossibilitiesareconsistentwith theslight increasein pretry for
smallk in Fig.5,andtheslightdecreasefor largek. Notethat,asexpected,pretry is less
thanpnext at every congestionlevel k, indicatingthata useris lesslikely to continuea
sessionafteranabort.Thesegraphsprovide furtherevidence(in additionto Figs.1 and
2) for userreactionto congestion.
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We obtainFig. 5, by inferring usersur�ng actionsindirectly, throughanalysisof
packet-level HTTP traces.We chosethis approach,aswe foundotheralternativesim-
practical— using humanobservers to log sur�ng activities is time consuming,and
modifying existing web browsers[6] to log useractionsrequireslarge-scaledeploy-
mentof themodi�ed browsers.Comparatively, analyzingpacket tracesis simplerasit
involvesonly passive collectionof packet tracesanddevelopmentof analysistool. We
describethisanalysistool next.

3 SAX: Surfer Actions eXtractor

WedevelopSAX asanoff-line tool to infer useractionsfrom HTTPpackettraces.SAX
takesanHTTPpacketdumpasinput,analyzestherelationshipsamongthepackets,and
groupsthepacketsinto downloads.Eachdownloadis classi�edaseithercompletedor
abortedandis furthergroupedinto sessions.

The dif�culties of extractingHTTP information from packet level dataarewell-
documentedby Feldmann[7]. Additional issuesencounteredby SAX are:

(D1) Packetsfrom parallelconnectionsmaybelongto thesamedownload,andpackets
from apersistentconnectionmaybelongto differentdownloads.

(D2) Two downloadsfrom the sameusermight overlapin time – beforea web page
�nishes downloading,theusermayclick ononeof its links, thusinitiating another
download;tabbedbrowsingmayalsocauseoverlappingdownloads.

(D3) Abortedandcompleteddownloadsneedto bedistinguished.
(D4) Software-generated,automaticdownloadsdo not re�ect userbehavior andneed

to be�ltered out.

Grouping Packets into Downloads. A request-responseis a collectionof packets,
containinganHTTP request,followedby anHTTP responsewith responseheaderand
datafor thatrequest.A download is acollectionof request-responses,the�rst of which
is initiatedby aclick. A click takesplacewhen(C1)theuserrequestsapageby entering
theURL in theaddressbarof abrowseror launchthebrowserthroughanotherapplica-
tion (suchasanRSSreader)or (C2) theuserclicksonanURL in apreviouslyretrieved
page.

To identify a click, we considerbothcasesabove separately. A click generatedby
(C1) is identi�ed by an HTTP requestwithout a referrer, while a click generatedby
(C2) is identi�ed by anHTTP requestwith a URL thatcorrespondsto a hyper-link or
submitbutton,with Referer�eld pointingto a previouslydownloadedwebpage.

After identifying theclick thatstartsa downloadX , we proceedto grouprequest-
responsesthat belongto the samedownload.The subsequentrequest-responsesin X
consistsof HTTP requestsandresponsesfor embeddedobjectsrequiredto displaythe
containingweb page.Suchembeddedobjectsare downloadedautomaticallyby the
browser. Justlike (C2), therequestheaderfor suchobjectscontainsa Referer�eld that
speci�es the containingweb page.However, the URLs of the requestedobjectsap-
pearasembeddedobjectsin a previously downloadeddocument.Usingthis fact,SAX



includesin X any HTTP requestsfor embeddedobjectsthat have Referer�elds (re-
cursively) pointingto objectsthatarealreadyincludedin X . Browser-initiatedrequests
for Redirectlinks arealsoincludedin X . Sometimes,a Referer�eld pointsto a wrong
containingwebpage,soSAX cannot�nd therequestedURL in thatpage.In thatcase,
SAX searchesfor theURL in thecontentsof somepre-de�nedn recentpages.

HTTP requestsgeneratedby browsersdueto auto-update,however, shouldbeex-
cluded.SAX usesa temporalthreshold� auto to identify suchrequests.An embedded
objectY with a Refererpointingto downloadX , is addedto X only if thearrival time
for Y is within � auto of X 's lastpacket;otherwise,Y is identi�ed asanauto-update.

Oneexpectstheperiodfor auto-updatesto bein minutes,whereastherequestsfor a
webpageanditsembeddedobjectsshouldoccurwithin secondsof eachother[8]. There
is thereforeconsiderablelatitudein specifyingthe threshold� auto . Our measurements
shows that 95% of the silent gap betweenY andX is within 2 minutes.We thusset
� auto to 2 minutesin ourmeasurements.

Identifying Aborted Downloads. Having identi�ed downloads,wenow classifythese
downloadsas either completedor aborted.Suchclassi�cation was not performedin
previouswebtraf�c characterizationsefforts.

We saya request-responseis not completed if (i) the entity's length is speci�ed
in theresponseheaderandtheamountof datareceivedby thebrowseris lessthanthe
entity's length;or (ii) HTTP 1.1andchunkedtransfer-codingareusedandthebrowser
hasnot receivedanend-of-chunkindication;or (iii) HTTP 1.0 is usedandtheentity's
lengthis not speci�ed in theresponseheader(i.e. SAX assumestheserver will senda
FIN whenthedownloadcompletes).

SAX detectsanabort of a request-responseif the �rst FIN or RSTis sentby the
browserandtherequest-responseis not completed.A downloadis aborted if andonly
if oneof its request-responsesis aborted.Otherwise,a downloadis completed. Some
browsersterminatea downloadimmediatelyif they seesomespecialresponseheaders
(e.g. “304 Not Modi�ed”). For suchspecialcases,SAX considersthe download as
completed.

Extracting URLs fr om HTML Documents. SAX's methodfor detectingclicks and
groupingrequest-responsesinto downloadsrelieson its accuracy in extractingURLs
from theHTML documents.IssuesthatSAX addressesrelatedto this taskare:

� Whena userclicks on thesubmitbuttonof anHTML documentX , therequested
URL Y maycontaintheform's information.Someextraprocessingis necessaryto
matchY to X .

� RelativeURLsneedto beconvertedto absoluteURLs for matching.
� A browsermayrequestanembeddedobjectimmediatelywhenit �nds theURL in

a partially receivedHTML document.If run on-line,SAX needsto extractURLs
uponarrival of any HTML fragmentsto keeppacewith thebehavior.

� The messagebody of a request-responsecanbe encodedusingchunked transfer-
codingor content-coding(gzip , compress , etc.).SAX partially decompresses
thepacketsin mainmemoryto extracttheURLs.



Excluding Background Downloads. Besidesbackgrounddownloadsgeneratedby
auto-updatesof webpages,SAX needsto excludebackgroundHTTP downloadsgen-
eratedby non-browserapplications(e.g.Windows Update).SAX thereforecompilesa
list of themostcommonURLs thatit hasseen;any backgrounddownloadsthatappear
on this list areexcludedduringpost-processing.

To de�ne “most common”,SAX checksperiodically(every 20 minutes),for each
user, whetheraseenURL X is again requested;if so(nomatterhow many times),X 's
counteris incrementedby 1. URLs with large countersare treatedasmostcommon
URLs. This accountingallows SAX to differentiatedownloadsby applicationswhich
appearregularlyoverextendedperiodsof time, from URLs thatattract�ash crowds.

Limitations of SAX. SAX is unableto processencryptedpacketsthat belongto se-
cureHTTP �o ws.Also SAX cannotidentify someHTTPrequeststhataretriggeredby
JavaScriptsincetheURL canbecreateddynamicallyby theprogram.HTTP requests
generatedby JavaScriptmayhaveanemptyReferer�eld, confusingSAX into treating
it asanew click (C1).Finally, sinceSAX usesanHTTPpacketdump,it cannotidentify
adownloadthatis partially servedfrom browsercache.

4 From SAX to the Model

TheoutputfromSAX includesdownloaddescription(URLs,timestamps,abort/complete,
size,etc.),request-responseandRefererinformation,TCPconnections,etc.Wenow de-
scribehow theseareprocessedto giveFigs.1, 2, and5.

SessionDe�nition. Ourusermodelgroupsclicks into sessions. Two sessionsaresep-
aratedby a sleeptime Tsleep, during which the useris not actively sur�ng the web.
Within a session,a think time Tthink separatesa click from the previous download
completion,while thedownloadis viewed(think statein Fig. 4); in contrast,think time
for CARENA separatesoneclick instantfrom thenext [6].

Think time andsleeptime vary from onepersonto anotherand,for eachperson,
from onesessionto another. In thetraf�c trace,think time andsleeptime bothappear
as a silent gap tsilen t betweenpackets.To distinguishbetweenthink time and sleep
time,weusea threshold� session, whereTthink < � session < Tsleep in mostcases.There
is considerablelatitudein specifying� session since,in general,Tthink � Tsleep. Other
studieshave found averagethink time within a sessionto be lessthana minute [9,
4,5,10]. In our experiments,we generouslyset� session to 10 minutes,sinceour mea-
surementsshow that95%of silentgapsbetweentwo downloadsarewithin 10minutes.
(HlavacsandKotsisusedthethresholdsof 8.3minutesand30 minutesin their model,
dependingonwhethertherewasachangein webserveraddress[11].)

SessionThr oughput and Download Thr oughput. Having identi�ed downloadsand
sessions,we cannow computethesessionthroughputX session in Fig. 2. We areinter-
estedin this metricsincethelengthof asessionmaydependon thesurfer's aggregated
experienceof multiple downloads.We quantify this experiencewith X session, de�ned



asthenumberof bytestransferredin a session(abortedor completed),dividedby the
sumof downloadtransfertime.

A usermay abort a slow download.Therefore,anothermetric of interestis the
download thr oughput X download , i.e. thenumberof bytestransferredin a download
(abortedor completed)dividedby its timespan(seeFig. 1).

� -intervals. Recall that we usek, the numberof concurrentdownloadson the bot-
tlenecklink, asa metric for network congestion(Fig. 5). Measuringk, however, is not
trivial asa downloadmay containsilent gaps,may spreadover parallelconnections,
andshareaTCPconnectionwith anotherdownload.

Thisissueledusto thefollowing idea:Partitionthetraceintoequal(non-overlapping)
intervalsof time. Let (t; t + � ) denotethe interval betweentimest andt + � , where
� > 0, andlength(t; t + � ) = � ; wecall (t; t + � ) a � -interval. Let D bethesetof
downloads,d 2 D, andI d bethetime interval betweenstartandendof thedownload
d. Wemeasurethenumberof concurrentdownloadsin (t; t + � ) by

k =

P
d2D length(I d \ (t; t + � ))

�
: (1)

This idea is illustratedin Fig. 6. Note that, if no downloadstartsor endsduring the
interval, thenEqn.(1) givespreciselythenumberof downloadsspanningthatinterval.

Wealsouse� -intervalsto measuretheprobabilities,asdescribedbelow.

Measuring the Probabilities. Ourusermodelhasparameterspabort , pnext andpretry .
To measuretheseprobabilities,let nclic k , ncompleted , nabort , nretry andnnext be (re-
spectively) thenumberof downloads,completeddownloads,aborteddownloads,retries
afteraborts,andclicksafterthink time.Then,onecouldcalculatetheprobabilitiesby

pabort =
nabort

nclic k
; pretry =

nretry

nabort
; pnext =

nnext

ncompleted
: (2)

However, it is not clearhow nclic k , etc. are to be measured.An obvious choiceis to
measurethemper session(Fig. 4), calculateeachprobability for every session,then
aggregatetheprobabilityover thesessions.Thisapproachhasthreeproblems:

� pretry is a conditionalprobability, so it is ill-de�ned if nabort = 0 for a session;
pnext hasasimilarproblemif ncompleted = 0 for asession.

� How shouldtheper-sessionvaluesfor pretry (say)beaggregatedover thesessions
to giveonepretry valuefor eachk?

� If asessionendswith acompleteddownload,nretry = nabort , sopretry = 1 for that
session;if a sessionendswith anaborteddownload,thenn retry = nabort � 1, so
pretry for a sessioncanonly take values0; 1

2 ; 2
3 ; 3

4 ; : : :. This discretespreadmakes
any smoothaggregationoverall sessionsdif�cult.

Therefore,insteadof aggregatingafterthedivision(2),we�rst aggregatethevalues
for nabort , etc., thendo the division. This canbe doneasfollows: considereach� -
interval andmeasurethenumbernabort of aborteddownloadsandthenumbernclic k of



downloadsin that interval, thendivide oneby theotherto getpabort . Each� -interval
thusgivesa (k; pabort ) pair, from which we derive the relationshipbetweenthe two
metrics.

However, thesizeof � forcesa tradeoff: a large � givesa poormeasurementfor
k, while a small � givesnoisy measurementsof nclic k andnabort ; furthermore,user
reactionto congestionwithin the� -interval mayoccurafterthatinterval.

Weresolvethistensionthus:for each� -interval, let nclic k andnabort bethenumber
of downloadsandaborteddownloadsfrom thestartof that� -interval to theendof the
session;their ratio thengivespabort for that � -interval. We measurepretry andpnext

similarly.

Curve Smoothing. By using� -intervals for the measurements,we have discretized
time;addto this theburstynatureof network traf�c, andthedatabecomesjittery, mak-
ing it dif�cult to discerntrends.

To smoothout the jitter, we usea sliding window of sizeL units.For example,to
smoothout a functionof k, a unit is oneintegervalue.If we have (k; pabort ) measure-
mentssequencedby k, thenwe considerconsecutive (k; pabort ) measurementswithin
thatwindow (i.e. suchthatx � k � x + L , wherex is thestartof thewindow), and
averagethek valuesandthepabort valuesto give anaggregatepair; we thenslide the
window by 1 (i.e.considerwindow x + 1 � k � x + 1+ L), andrepeattheaggregation.

In our measurements,we choseL = 6 for smoothingk in Fig. 5; for smoothinga
functionof downloadthroughputin Figs.1 and2, eachunit is 50KBps.We set� = 1
minutein ourmeasurement.Thesmoothenedcurvesyield ourmainresultsin Figs.1, 2
and5.

x1 x2

x3

x4

x1 x2 x3 x4

time

+ + +
D  

k =

D  

download1 download2

download3

download4

Fig.6. Usingintervalsto measurethenumberof concurrentdownloadsk.



5 RelatedWork

UserBehavioral Model. Ourmodelis the�rst to studyhow usersreactto congestion.
Choi andLimb's behavioral model[5] andBarfordandCrovella's userequivalent[4]
do not includesessions(U2), whereasthe layeredmodelby HlavacsandKotsisdoes
notprovide for userreactionto delays[11].

Rossietal.'smeasurementstudyof how transferdelayscauseusersto interruptTCP
connectionsis relevant [12], but they do not offer a usermodel.Furthermore,for us,a
downloadmaybemorethanoneTCPconnection.

Studieson how usersreactto server delays[13,14] areonly marginally relevant
since,in our context, theusersmaybevisiting differentwebsites,andeachusermay
visit multiplewebsites.

Characterizing Web Traf�c. Mah [15] wasoneof the �rst to modelHTTP traf�c
by analyzingpacket dumps.He useda threshold(1 second)betweenarrival timesof
packets to determinewhethertwo HTTP connectionsbelongto the samedownload.
Sucha heuristiccanfail if two downloadsoverlap(D2). A similar approachis usedby
Barford-Crovella [4], Lan-Heidemann[16], Smith et. al. [17], Molina et. al [18], and
Abrahamsson-Ahlgren[19]. Choi andLimb pointedout the inadequacy in relying on
a 1-secondthreshold[5]; instead,they parsedthe HTTP headersto detectthe startof
downloads.However, headerinformationmaynot beenough,andit maybenecessary
to extractinformationfrom thebodyaswell (seeSection3).

Noneof thepreviouswork characterizesdownloadsascompletedor aborted(D3).
Rossiet al. [12], usedTCP FIN andRSTto distinguishcompletedandabortedTCP
connections,whichdoesnotcorrespondto downloadsdueto parallelor persistentcon-
nections(D1).

Amongtherelatedwork, Abrahamsson-Ahlgren[19] is theonly studythatgroups
downloadsinto sessions.They useathresholdof 15minutesto separateHTTPrequests
into differentsessions.Otherprevious studiesdid not distinguishbetweenthink time
andsleeptime.

Packet AnalysisTool. Feldmann'sBLT is atool for extractingHTTPinformationfrom
sniffedpackets[7], muchlikeHTTPdump[20] andthemoregeneralNprobe[21]. One
couldusesuchinformationfor furtherstudiesof compression,traf�c invariants,proxy
caching,etc. In principle,we canprocessBLT outputto identify useractions,suchas
clicksandaborts.However, theheuristicsusedby suchgeneraltoolsfor handlingmiss-
ing packets,erroneousHTTPformatetc.�lter outsomeinformationthatareneededby
studieslikeours,e.g.for distinguishingbetweenaclick andadownloadof anembedded
object.

6 Conclusion

We presentedananalysistool calledSAX that infer usersur�ng behavior from HTTP
packet traces.SAX was designedto checkthe existenceof congestion-induceduser



back-offs while sur�ng. We believe, however, that SAX is useful in its own way, for
instance,to researchersstudyingeffectsof webcaches,or to researchersstudyingsurf-
ing behavior of differentsocialgroups.Furthermore,theusersur�ng modelconstructed
usingSAX canbeusedin anetwork simulatorsuchasns-2to generatewebtraf�c that
incorporatesuserbehavior.
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