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Abstract— Network reseachers have traditionally fo-
cusedon monitoring, measuring,and characterizing traffic
in the network to gaininsight into building critical network
components (e.g, protocol stacks, routers, switches, and
network interface cards). Recentreseach suggestghat ad-
ditional insight can be obtained by monitoring traffic at the
application level (i.e.,beforetraffic is modulated by the pro-
tocol stack) rather than in the network (i.e., after traffic is
modulated by the protocol stack). Thus, we presentMAG-
NeT: Monitor for Application-Generated Network Traffic,
atoolkit that capturestraffic generatedby the application
(asit traversesthe protocol stack) rather than traffic in the
network.

MAGNEeT provides the capability to monitor protocol-
stack behavior, construct a library of traces of application-
generatedtraffic, verify the correct operation of protocol
enhancements tr oubleshootand tune protocol implemen-
tations, and perhapsevenreplacet cpdunp.

In addition, we have extendedMAGNeT to instrument
CPU context switchesas an example of how the general
kernel monitoring mechanismsof MAGNeT can be usedto
monitor any kernel eventin the operating system.

Index Terms— monitor, measuement, network proto-
col, traffic characterization, TCP, t cpdunp, MAGNEeT, traces,
application-generatedtraffic, CPU scheduler

. INTRODUCTION

Network researchersftenusetraffic librariessuch
astcplib  [1], network traffic tracessuchasthose
at[2,3], or network modelssuchasthosefoundin [4]
to obtaininsightinto network-protocoloperatiorand
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to focustheir network experiments.However, such
libraries, traces,and modelsare basedon measure-
mentsmadeby tcpdump [5] (or similar tools like
PingER[6], NLANR Network Analysis Infrastruc-
ture [7], NIMI [8] or CoralReef[9]), meaningthat
the traffic an applicationsendson the network is
capturedonly after having passedhroughTCP (or
moregenerally any protocolstack)andinto the net-
work. Thatis, thetoolscaptureraffic onthewire (or
in the network ratherthan at the applicationlevel.
Thus, the above tools cannotprovide any protocol-
independeninsightinto the actualtraffic patternsof
anapplication.

Researchersave traditionallydesignedandtested
network protocols using either (1) “infinite” file
transfersor (2) traffic traceswhich have alreadybeen
modulatedby a protocol stack. The first is appro-
priate if bulk data transfersconstitutethe major
ity of the traffic. But networks are no longer pri-
marily filled with file transferprotocol (FTP) traf-
fic. They include substantiamountsof hypertext
transferprotocol (HTTP) and streamingmultimedia
traffic. The secondis acceptablef the differences
betweenapplication-generatettacesand network-
capturedtracesare negligible. However, aswe will
showv in this paper the differencesin the traces
canbe substantialindicatingthat the protocolstack
adwerselymodulatesthe application-generatettaf-
fic patterns. Hencetools for obtainingapplication-
generatedraffic tracesareneeded.

To determingheapplication-generateaffic pat-
terns before being modulatedby a protocol stack,
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as well asto determinethe modulationcausedby
eachlayer of the stack,we presentthe Monitor for
Application-GeneratedNetwork Traffic (MAGNeT).
MAGNeT differs from existing tools in that traf-
fic is monitorednot only uponenteringandleaving
the network but alsothroughoutthe entire network-
protocolstack.

MAGNEeT is not limited to monitoring network
protocolstacks.It providesa generafframenork for
monitoringary kernelevent. As we will shaw, it can
beusedio monitoreventime-sensitve eventssuchas
contet switches.

A. Relatedwbrk

As Figurel shovs, MAGNeT differsfrom tcp-
dump-like and RMON tools in that it makes fine-
grainedmeasurementthroughoutthe entire proto-
col stack,not just at the network wire level. While
the TCP kernelmonitor[10] is similarto MAGNeT,
MAGNEeT differsin at leasttwo ways. First, MAG-
NeT canbeusedarywherein the protocolstack,not
just for monitoring TCR. Second,MAGNeT moni-
torsa supersetbf the datathatthe TCP kernelmoni-
tor does.

NetLogger[11] collects,correlatesand presents
information aboutthe stateof a distributed system.
It includestoolsfor instrumentingapplicationshost
systemsandnetworks. It alsopresentgoolsfor vi-
sualizingthe collecteddata. However, it requiresre-
compilationor relinking of applications.Becausef
its focus on overall systemdynamics,NetLoggeris
betterthan MAGNeT at presentingan overall view
of complex distributedsystembehaiors thatarethe
resultof theinteractionof multiple componentsuch
asnetwork, diskandCPU actity.

In contrast, MAGNeT monitors all applications
without modification. It doesnot require applica-
tions to be recompiledor relinked. MAGNeT also

provides greaterdetail about the state of the net-

work protocolstack(or operatingsystem)thanNet-

Logger Furthermore,MAGNeT’s timestampsare

several decimalordersof magnitudemoreaccurate.
Thus,we view MAGNeT ascomplementaryo Net-

Loggerandplanto make MAGNeT’'soutputcompat-
ible to leverageNetLoggers visualizationtools.

II. MAGNET DESIGN

The designof MAGNeT focuseson two primary
goals: accuratetimestampsandtranspareng to the
end user when run in a production ervironment.
We achieve accuratdime measurementy usingthe
CPU cycle counter(available in modernmicropro-
cessorsjo recordtimestampsvith cycle-level gran-
ularity. To provide transparengto the enduser we
implementhecoreMAGNeTfunctionalityasanop-
eratingsystem(OS) patch. This patchcreatesa cir-
cular buffer in kernel memoryand placesfunction
calls throughoutthe networking stackto recordap-
propriateinformation asdatatraversesthe stack. A
userspaceprogram, packagedwith the MAGNeT
toolkit, periodically emptiesthis kernelbuffer, sav-
ing thebinarydatato disk. For thepost-processingf
data,a setof data-analysisoolstranslateshebinary
datainto human-readablérm. Finally, to complete
the MAGNeT toolkit, alibrary of scriptsautomates
the collection of datafrom a setof MAGNeT-ized
hosts.

A. MAGNeTin Kernel Space

Figure 2 provides a high-level overvien of the
operationand dataflow of MAGNeT. Applications
make send() andrecv() systemcalls during
their courseof executionto sendand receve net-
work traffic. Thesecalls eventually make use of
TCR, IP, or othernetwork protocolsin the kernelto
transferdataon to the network. Eachtime a pro-
tocol eventoccurs,the MAGNeT-izedkernelmakes
a call to the MAGNeT recordingprocedurg(which
in our implementations called magnet-add() ).
Thisproceduresavesrelevantdatato acircularbuffer
in kernel space,which is then saved to disk by
the MAGNeT userlevel applicationprogramcalled
magnet-read

TheMAGNeTkernelpatchaddsseveralfunctions
to Linux 2.4. Thefunctionmagnet _.add() addsa
datapointto acircularbuffer thatis pinnedin kernel



Fig.2. Overview of MAGNeT Operation

memory This functionis optimizedsothateachin-
strumentatiorcall usesasfew resourcesspossible
andcanbe calledanywherein the protocolstack.In
addition,anew file isaddedo the/proc file system
at/proc/net/magnet . Thisfile maybereadby
ary userto determinethe currentstateand parame-
tersof the MAGNeT kernelcode.

struct

magnet_data {

void  *sockid;

unsigned long long timestamp;
unsigned int event;

int size;

union magnet_ext_data data;

}, [* struct magnet data */

Figure3 shavs thedatastructurethatis appended Fig.3. TheMAGNeT InstrumentatiorRecord

to the kernelbuffer asa MAGNeT instrumentation
recordat eachinstrumentatiorpoint. The sockid
field containsa uniqueidentifier for eachconnec-
tion stream,providing a way to separatendividual
datastreamsfrom a tracewhile protectingthe pri-
vagy of the applicationanduser Thetimestamp
field holdsthevaluereadfrom the CPUcycle counter
andalsosynchronizesMAGNeT'’s kernel-anduser
spaceprocesses.The event field keepstrack of
the type of event a particularrecordrefersto, e.g.,
MAGNETP _SEND The size field containsthe
number of bytes that were transferredduring the
event. Finally, thedata field (an optionalfield se-
lectedat kernel-compiletime) is a union of various
structuresn whichinformationspecificto particular
protocolscanbestored.Thisfield providesamecha-
nismfor MAGNeT to recordprotocol-statenforma-
tion alongwith eventtransitions. Figure 14, in the
appendixshovs the unionmemberdor TCPandIP
events. (For moredetailson MAGNeT'simplemen-
tation,see[12]).

B. MAGNeTin UserSpace

The userlevel interface to MAGNeT consists
of three application programs (magnet-read ,
magnet-parse , and mkmagnet), a specialde-
vicefile to facilitatekernel/usecommunicationand
automatingscripts.magnet-read savesdatafrom

the kernels buffer, which is exportedvia the spe-
cial device file, to a disk file, andmagnet-parse
translateshesaveddatainto ahuman-readabl®rm.
mkmagnet is a small utility programto createthe
files that magnet-read requiresto operate. The
scriptsincludedwith the MAGNeT distribution al-
low theoperationof MAGNeTto befully automated
andtransparento theenduser

C. Kernel/UserSyndironization

The MAGNEeT kernel patch exports a circular
buffer to userspacevia sharedmemory Sincethe
kernel and user processesccesshe sameareaof
physicalmemory MAGNeT coordinatesccessely
thetwo processeasingafield of theinstrumentation
recordasa synchronizatiorflag betweenthe MA G-
NeT userandkernelprocessesasshavnin Figures4
and 5. Specifically our initial implementationof
MAGNeTuseghetimestamp asthesynchroniza-
tion field.

Beforewriting to aslotin thebuffer, theMAGNeT
kernelcodechecksthe synchronizatioriield for that
slot. If the field indicatesthat the slot hasnot yet
beencopiedto userspace(e.g.,timestamp field
is non-zero),the kernelbuffer is full. In this case,
thekernelcodeincrementsa countof the numberof
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instrumentatiorrecordsthat could not be saved due
to the buffer beingfull. Otherwise the kernelcode
writesa new instrumentatiomecordandadvancego
thenext slotin the buffer.

The user applicationaccesseshe samecircular
buffer viakernel/lusesharednemory Whenthesyn-
chronizatiorfield atthecurrentslotindicategheslot
containsa valid record,the applicationreadsthe en-
tire recordandresetshe synchronizatiorfield (e.qg.,
resetdhetimestamp field to zero)to signalto the
kernelthatthe slot is onceagainavailable. The ap-
plicationthenadvancedo the next slotin thebuffer.

Whenthe kernelhasa non-zerocountof unsaed
eventsandbuffer spacebecomeswvailable thekernel
writesa speciakecordto reportthenumberof instru-
mentatiorrecordshatwerenotrecorded.Thus,dur-
ing post-processingf the data,the fact that events
werelost is detectedat the appropriateplacewithin
thedatastream.Our experienceo dateindicateshat
while unrecordedventsarepossiblethey rarelyoc-

cur during the monitoring of actualusers. We will
returnto thesubjectof losteventsin Sectionlll-A.2.

D. MAGNeTTimestamps

To ensurethe greatestaccurayg possible,MAG-
NeT usesthe cycle counteravailable on contempo-
rary microprocessorasthesourceof its timestamps.
MAGNeT obtainsthis information via the kernel’s
getcyclecounter() function, which keepsthe
MAGNeT code hardware-independent.Given the
speedof the processarthe differencebetweentwo
cycle countscan be corvertedto an elapsedtime.
Givenatime referent,elapsedime canbe corverted

to adateandtime.
MAGNeT exportsthe processospeedandnative

bit-order of the tracein the first recordof the trace

sothatmagnet-read orotheruserspaceoolscan

corvert the timestampgo elapsedime. MAGNeT

also exports the startingdateand time (as seconds
sincethe Unix epoch)so that elapsedtime can be

corvertedto a dateandtime.



Configuration

Linux 2.4.3

Linux 2.4.3w/MAGNeT

Linux 2.4.3w/MAGNeT,magnet-read onrecever
Linux 2.4.3w/MAGNeT,magnet-read onsender
Linux 2.4.3,tcpdump onrecever

Linux 2.4.3,tcpdump onsender

TABLE |
TEST CONFIGURATIONS

U WN P

I1l. MAGNET PERFORMANCE ANALYSIS

To determinethe overheadof running MAGNeT,
we measurehemaximumdatarateandthe CPU uti-
lizationbetweerasendeandreceverwith andwith-
out MAGNeT. For comparisonye alsomeasurghe
overheadf runningtcpdump . In total, the six con-
figurationsshavn in Tablel arecompared.

Our baselineconfigurationrunsbetweentwo ma-
chineswith stockLinux 2.4.3kernels. The second
configurationusesthe samemachinesbut with the
MAGNeT patchesinstalled. Although presentin
memory MAGNeT recordsare not saved to disk.
Thethird configurationis the sameasthe secondex-
ceptmagnet-read runsonthereceverto drainthe
MAGNeT buffer. Thefourth configurations alsothe
sameasthesecondput with magnet-read onthe
sender For the fifth andsixth configurationstcp-
dumpis run on stockLinux 2.4.3kernels. Thefifth
configurationrunstcpdump on the recever, while
the sixth runstcpdump onthe senderAll configu-
rationsaretestedon both 100Mbps and 1000Mbps
Ethernetetworks.

We conductthe testsbetweentwo identical dual
400MHz Pentiumlls with NetGearl100Mbps and
Alteon 1000Mbps Ethernetcards. MAGNeT is
configuredto record only the transitionsbetween
protocol stack layers, not the optional information
aboutthe paclets and the protocol state. The de-
fault256KB kernelbuffer is alsousedto storeevent
records.

For a workload, we use netperf  [13] on the
senderto saturatethe network.! We minimize the
amounbf interferencen ourmeasurementsy elim-
inating all othernetwork traffic and minimizing the
numberof processesunningon thetestmachinego
netperf andafew essentiakervices.

-P 0 -c <local CPU

-H <hostname> "

1The commandwe useis “netperf
index> -C <remote CPU index>

100Mbps 1000Mbps

ThroughputKbps) ThroughputKbps)
1 94.14 + 0.00 459.48 + 1.63
2 94.13 +0.01 452.46 +1.82
3 90.79 +0.82 444.31 + 1.66
4 90.69 +0.88 440.24 +211
5 89.39 +1.48 290.68 + 15.64
6 89.04 +0.84 34322 +18.71

TABLE I
PERFORMANCE OF MAGNET Vs. tcpdump
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A. Performance

We comparethe performanceof MAGNeT with
tcpdump asthe closestcommonly-aailable moni-
toringtool eventhoughMA GNeTrecordsadifferent
set of information than tcpdump (i.e., MAGNeT
recordsapplicationand protocol stack-level traffic
while tcpdump only recordsnetwork-wire traffic).
By default (andastested)tcpdump storesthe first
68 bytes of every paclet. MAGNeT, by default,
storesa 24-byterecordfor eachprotocolof the four
layersin the stack. ThusMAGNeT records96 bytes
for every paclet.

Tablell andFigure 6 presenthe performanceof
MAGNeT andtcpdump for our tests. Along with
the mean,the width of the 95% confidencenterval
is given.

1) Network Throughput: The kernel-resident
portionof MAGNeT executesvhethelinformationis
beingsavedto diskor not. Tablell shavsthat“Linux
2.4.3wWw/MAGNeT” over 100Mbps and 1000Mbps
Ethernetincursnegligible overheadvhendatais not
beingsavedto disk. With magnet-read activeon



the recever or sender MAGNEeT incurslessthana
5% reductionin network throughputon a saturated
network. Furthermore,the penaltyis nearly con-
stantregardlesof network speed.In contrastwhile
tcpdump incursroughlythe samepenaltyasMA G-
NeT over 100Mbps networks, the penaltyincreases
to 25%-35%0of totalthroughputat L000Mbps. Thus,
MAGNeT scaledetterthantcpdump .

2) Event Loss: Analysis of the MAGNeT-
collecteddatafor ourtestsrevealsthatMAGNeToc-
casionallyfails to recordeventsat high network uti-
lization. On a saturated network, MAGNEeT, in its
default configuration,was unableto recordapprox-
imately 3% of the total eventsfor the 100Mbps tri-
als, while for the 1000Mbps teststhe loss rate ap-
proachedl5%. Theselossesaredueto the 256KB
buffer in the kernelfilling beforemagnet-read is
ableto drainit.

By comparisonjossratesfor tcpdump aresig-
nificantly higherthanfor MAGNeT. Underthesame
testconditions,averagepaclet-lossratesfor tcp-
dump arearound15% on a saturated.OOMbps net-
work, i.e., five timeshigherthanMAGNeT n its de-
faultconfiguration.

Becauseicpdump doesno buffering, loss rates
will increaseasnetwork speedsncreaseln contrast,
if MAGNeT’slossrateis too high, it canbe adjusted
to anacceptablédevel via the mechanismsliscussed
below; tcpdump lackssuchadjustability

As notedin [14], our toolkit providestwo meth-
odsfor reducingthe eventlossrate: (1) increasing
the kernelbuffer sizeor (2) reducingthe time mag-
net-read waits beforedrainingthe kernelbuffer.
Figure 7 shows the effect of theseparameterson
event lossrate for the 100Mbps saturatechetwork
tests.

Increasingthe kernel buffer size reducesMAG-
NeT’s eventlossratedown to virtually nolostevents
underary network load with a 1MB buffer. How-
ever, becausehis buffer is pinnedin memory alarge
buffer alsoreduceghe amountof physicalmemory
availableto thekernelandapplications.

Adjusting the amount of time magnet-read
waits before draining newly accumulatedrecords
also affects the performanceof MAGNeT. Shorter
delayscausdhebufferto bedrainedmorefrequently
thus reducingthe chanceof lost events. However,
shorterdelayscreatemorework (in termsof CPUus-
ageand,possibly disk write actvity), andthusmay
interferewith the systems normaluse.
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Figure8 shavstheaverageCPUutilizationfor dif-
ferentdelaysandbuffer sizeswith MAGNeTrunning
on the sendingmachine. (The high CPU utilization
reportedin this graphis dueto our testprocedureof
flooding the network with netperf , which places
an unusuallyhigh load on the senderCPU.) As the
resultsshav, CPU utilizationis relatively insensitve
to therangeof kernelbuffer sizestestedbut it is sen-
sitive to changesn delay

V. APPLICATIONS OF MAGNET

The MAGNeT toolkit provides a transparent
methodof gatheringapplicationtraffic dataon indi-
vidualmachinesMAGNeTmeetsts goalof record-
ing application-generateaffic patternsvhile caus-
ing minimal interference. In this section,we pro-
vide examplesof how MAGNeT-collectednforma-
tion canbe utilized.
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A. Traffic Pattern Analysis

We canuseMAGNeT-collectedracesto investi-
gatedifferencesetweenthe traffic generatedy an
applicationandthatsametraffic asit appearson the
network (i.e., aftermodulationby a protocolstack).
As a simple example,we considera traceof a FTP
sessiorfrom our facility in Los Alamos,NM to alo-
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Fig.10. MAGNeT Traceof MPEG-1Layer3 Audio Stream
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traffic throughTCP further modulateghe traffic, as
shown in Tablelll. Thus,we seethat TCP signifi-
cantly perturbstraffic patternsgvenwhenthetraffic
patternhaspreviously beenshapedoy TCP Thisre-
sult implies that wire-level traffic tracesdo not rep-
resentthe true networking requirement®f end-user
applications.

cationin Dallas, TX. Figure 9 shovs a one-second The next exampleshavs a dramaticallydifferent

MAGNeT trace,takenoneminuteinto thetransfer

As canbe seenfrom the graph,the FTP applica-
tion attemptsto send10KB segmentsof dataevery
20 milliseconds but the protocolstack(TCP andIP
in this case)modulateghetraffic into approximately
1500-bytepaclets, the maximum payloadsize on
Ethernetnetworks, at intervals of varying duration.
Thevariablespacingof thetraffic intervalsis caused
by TCP waiting for positive acknavledgementde-
fore sendingmoretraffic.

If we sendthetraffic streamasit wasdeliveredto
the networkthroughanotherT CP stack,aswould be
the casewhena firewall breaksa logical connection
into two physicalconnectionswe seefurther mod-
ulation. Eachsubsequentun of network-delivered

TABLE Il
EFFECT OF MULTIPLE TCP STACKS

Trial DataSize | Interpacket Spacing
(sec)

Application 3284 0.124

1stTCPstack 1016 0.045

2nd TCP stack 919 0.037

3rd TCPstack 761 0.079

4th TCP stack 723 0.122

traffic patternillustrating that the demandsplaced
uponthe network dependuponthe application.

In this example,we monitor network traffic on a
machineplayinga128KbpsMPEG-1Layer3 (MP3)
audio streamfrom mp3.com. To initiate the trans-
fer, the MP3 playerrequestshe desiredstream.The
sener then begins streamingthe dataat a uniform
rate. Figure 10 showns one secondof a MAGNeT
tracetaken five secondsafter the audio streambe-
gins.

The figure graphically shavs when the IP layer
receves datafrom the device driver and when the
socletlayerof thekernelrecevesdatafrom the TCP
layer. The applications network requirementsare
for small blocks of 418bytes, correspondingo the
framesof the MP3 audio stream,in bursts which
are non-uniformly spacedout which average21ms
apart.Theaveragedataratedeliveredto the applica-
tion is 127.1Kbps. On the otherhand,the network
delivers1380bytesof dataregularly every 79msfor
anaveragedatarateof 139.9Kbps.

This behaior is in contrasto the FTP application
shown earlier wherethe applicationrequestdarge
blocks of data periodically and the network frag-
mentsthe datainto smallerunitsandtransmitsthem
with irregularspacing.Thuswe seethatapplication-
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generatedequests/ary widely, dependinguponthe
application,and do not resemblethe traffic on the
network.

B. Resouce Management

With the optionaldata field compiledin, MAG-
NeT canreturnsnapshot®f the completeprotocol
state during the execution of real applicationson
live networks. Previously, thisinformationwasonly
availablein simulationenvironmentssuchasns. This
kind of datais invaluablewhen planningproperre-
sourceallocationon large computingsystems.

For example Figurell shavsthesizeof thesend-
ing TCP buffer during the streamingof an MPEG
movie. The buffer containsdatarecordedas“sent”
by the application,but not yet actually deliveredto
the network by TCR It reachesa maximumsize of
around30KB but averages$.5KB for thelife of the
connectionWith thiskind of information,aresource
allocationstrateyy which conformsto thetrue needs
of applicationamay be developed.

C. Network-Avare ApplicationDevelopment

As discussedn Sectionll, MAGNeT captures
data which network-avare applicationscan useto
appropriatelytune their performance. In our im-
plementation,ary applicationis able to openthe
MAGNeT device file and mapthe MAGNeT data-
collection buffer to a portion of its memoryspace.
Thus, a daemonmay be developedwhich monitors
the MAGNeT-collecteddata and provides a sum-
mary of the datafor specificconnectionsat the re-
guest of network-avare applications. This strat-
egy consolidatesall network-monitoringactuvity to

amortizethe overheadacrossall network-avare ap-
plicationsrunningon the system.

D. KernelMonitoring

Besidesbeing useful for monitoring the network
protocolstack, MAGNeT canalsobe usedto mon-
itor otherkernelevents. As an example,we extend
MAGNEeT to recordthe schedulingbehaior of the
operatingsystem(OS). Clearly, suchinformationis
usefulto OSdesignerandimplementors.

Here, we focus on the following events: process
creation(fork ), scheduling(schedule ) andter
mination (exit ). From the MAGNeT traces,we
calculatethe durationof the context switches. By
context-switchdurationwe meanthetimeit takesfor
the kernelto decidewhich processto executenext
andto reloadthe process’state? Modifying MAG-
NeT for this purposerequiresa total of 26 lines of
codeto beaddeduo four files.

For the experiment,we run oneof themachinesn
Sectionlll with the MAGNeT-izedkernel contain-
ing the monitoringextensionsto the scheduler The
baselineworkload has only the usual systempro-
cesseqthe “idle” test). The next workload addsa
processspinningin an infinite loop doing nothing
(CPU-boundest).

Figure 12 shaws the duration of every context
switch that the systemexecutesas a function of
the time since the beginning of the “idle” system
test. The averagecontect switch time for CPU #0
is around2 us correspondingdo thefastpaththrough
the schedulewith occasionaéxcursionsto approxi-
mately4 us dueto taking the slow pathinstead.On
the otherhand,contet switchesfor CPU#1 areap-
proximately4-6 us likely due to contentionon the
spinlock protectingthereadyprocesgjueue.

Figurel3shonvsthesamegraphbut with the CPU-
boundprocessunning. The averagecontext switch
time for CPU #0 now oscillatesbetween2 us and
6 uswith aperiodof around2 sec.Lik ewise,the av-
eragecontect switchtime for CPU#1 alsooscillates
but 180 degreesout of phase. This curiousbeha-
ior is dueto a known problemin the Linux kernel

2This is not the entirepenaltysuffieredby an application. It is very
difficult, in generalto quantify all the effectsof context switcheson
contemporarynicroprocessorg-or example extracachemisseccur
asa resultof processstatehaving beenevicted from the cachewhen
anothemprocesgan. Theseeffectsarenot seenat context-switch time
but are manifestas extra cycles consumediuring instructionexecu-
tion long afterthe context switch. The cacheeffectscontinueuntil the
working setis onceagainloaded.
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schedulemwhich causesa procesgo migrateto idle
processorsn a round-robinfashion[15]. It is one
of theitemsbeingworkedonin theexperimental.5
kernel. The spikesin context switch durationimme-
diately aftera processnigratesto theotherCPU are
dueto the cacheeffectsmentionedearlier

V. FUTURE WORK

Ourimplementatiorof MAGNeTcanbeimproved
in severalways. We would like to allow the userto
setvariousMAGNeT parameterge.g., the kinds of
eventsto be recordedthe size of the kernel buffer,
etc.) at run-timeratherthanat kernelcompile-time.
Allowing run-time userconfigurationof the MAG-
NeT toolkit could be accomplishedoy making the
current/proc file writable. Run-timeconfiguration
would greatlyincreaseheusabilityandflexibility of
the MAGNeTtoolkit.

Another potentialareaof improvementin MAG-
NeT is the mechanismusedto storerecordeddata
from the kernel buffer to disk. Ratherthenhave a
userlevel processabetterapproachmaybeto utilize
kernelthreadso performall stepsof theinstrumen-
tation[16]. With this methodologythe needfor the
specialdevice file, the file createdby mkmagnet,
andthe kernel/useisharedmemorywould be elimi-
nated.In addition,kernelthreadsmay lower MA G-
NeT’s alreadylow eventlossrateby eliminatingthe
overheadf magnet-read . However, implement-
ing kernel threadsmay impedeexporting real-time
datato network-avareapplications.The useof ker
nel threadsmay be explored for future versionsof
MAGNeT.

Timing with CPU cycle counterscanbe problem-
atic on contemporaryCPUswhich may changetheir
clock rate accordingto power managemenpoli-
cies. If the kerneldetectssuchchangesMAGNeT
could easilyhookinto the clock-ratedetectioncode
and outputnev MAGNEISYSINFO events. These
events,containingnew timing information,would al-
low correctpost-processingn spite of CPU clock-
rate changes. However, currentLinux production
kernelsareunableto detectCPU clock ratechanges
at run-time. We will modify MAGNeT to account
for CPU clock-ratechangesvhenthe Linux kernel
providesa mechanisnfor doingso.

For applicationswhich are compiledto usesys-
tem sharedibraries (ratherthan statically-compiled
libraries), an alternatve methodof gatheringappli-
cationtraffic patternsis to provide a sharedlibrary
which instrumentsnetwork calls before passingthe
callson to the original systemlibrary. SinceMAG-
NeT recordsnetwork call eventsonly within theker-
nel, the useof suchan instrumentedibrary (which
recordsapplicationeventsin userspace beforeary
context switch) is complimentaryto the approach
takenin MAGNeT. Usingsuchallibrary in conjunc-
tion with MAGNeT would allow systemcall over-
headto be quantifiedwhile still requiringno change
to applications.

V1. CONCLUSION

Currenttraffic libraries, network traces,and net-
work modelsare basedon measurementmadeby
tcpdump -like tools Thesetools do not capturean
applications true traffic demandsjnsteadthey cap-
ture an applications demandsafter having been



modulatedby the protocolstack. Therefore existing
traffic libraries,network traces,andnetwork models
cannotprovide protocol-independenntsightinto the
actualtraffic patternsof an application. The MAG-
NeT toolkit fills thevoid by providing aflexible and
low-overheadnfrastructurefor monitoring network
traffic anywherein the protocolstack.
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APPENDIX

Thefollowing optionaldatastructurecanbe com-
piled into MAGNeT to export TCP- andIP-specific
protocolstateto userspace.

struct  magnet_tcp  {
[* data from "struct tcp_opt" in
include/net/sock.h */

[*  TCP source
unsigned short
[*  TCP destination
unsigned  short

port */
source;
port */
dest;
window */

[* Expected receiver

unsigned long snd_wnd;

/* smothed round trip time << 3 ¥
unsigned long srtt;

[*  retransmit timeout  */

unsigned long rto;

[* Packets which are "in flight" */
unsigned long packets_out;

/*  Retransmitted packets out */
unsigned long retrans_out;

/* Slow start size threshold */

unsigned long snd_ssthresh;

[* Sending congestion  window */
unsigned long snd_cwnd;

[* Current receiver  window */
unsigned long rcv_wnd;

[* Tail+l of data in send buffer */
unsigned long write_seq;

/* Head of yet unread data */
unsigned long copied_seq;

[* TCP flags*/
unsigned short fin:1,syn:1,rst:1,
psh:1,ack:1,urg:1,ece:1,cwr:1;

}, /¥ struct magnet tcp ¥/

struct  magnet_ip {

/* 1P header info *
unsigned char  version;
unsigned char tos;
unsigned short id;
unsigned short frag_off;
unsigned char ttl;
unsigned char  protocol;

}, [* struct magnet ip */

Fig. 14. MAGNeTExtendedatafor TCPandIP



