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Abstract— Network researchers have traditionally fo-
cusedon monitoring, measuring,and characterizing traffic
in the network to gain insight into building critical network
components(e.g., protocol stacks, routers, switches, and
network interface cards). Recentresearch suggeststhat ad-
ditional insight canbe obtainedby monitoring traffic at the
application level (i.e.,beforetraffic is modulatedby the pro-
tocol stack) rather than in the network (i.e., after traffic is
modulated by the protocol stack). Thus, we presentMAG-
NeT: Monitor for Application-Generated Network Traffic,
a toolkit that capturestraffic generatedby the application
(asit traversesthe protocol stack) rather than traffic in the
network.

MAGNeT provides the capability to monitor protocol-
stack behavior, construct a library of tracesof application-
generatedtraffic, verify the correct operation of protocol
enhancements,tr oubleshootand tune protocol implemen-
tations, and perhapsevenreplacetcpdump.

In addition, we have extendedMAGNeT to instrument
CPU context switches as an example of how the general
kernel monitoring mechanismsof MAGNeT can be usedto
monitor any kernel event in the operating system.

Index Terms— monitor, measurement, network proto-
col, traffic characterization, TCP, tcpdump, MAGNeT, traces,
application-generatedtraffic, CPU scheduler.

I . INTRODUCTION

Network researchersoftenusetraffic librariessuch
astcplib [1], network traffic tracessuchasthose
at[2,3], or networkmodelssuchasthosefoundin [4]
to obtaininsightinto network-protocoloperationand
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to focustheir network experiments.However, such
libraries, traces,andmodelsarebasedon measure-
mentsmadeby tcpdump [5] (or similar tools like
PingER[6], NLANR Network Analysis Infrastruc-
ture [7], NIMI [8] or CoralReef[9]), meaningthat
the traffic an applicationsendson the network is
capturedonly after having passedthroughTCP (or
moregenerally, any protocolstack)andinto thenet-
work. Thatis, thetoolscapturetraffic onthewire (or
in the network) ratherthanat the applicationlevel.
Thus, the above tools cannotprovide any protocol-
independentinsight into theactualtraffic patternsof
anapplication.

Researchershavetraditionallydesignedandtested
network protocols using either (1) “infinite” file
transfersor (2) traffic traceswhichhavealreadybeen
modulatedby a protocol stack. The first is appro-
priate if bulk data transfersconstitutethe major-
ity of the traffic. But networks are no longer pri-
marily filled with file transferprotocol (FTP) traf-
fic. They include substantialamountsof hypertext
transferprotocol(HTTP) andstreamingmultimedia
traffic. The secondis acceptableif the differences
betweenapplication-generatedtracesand network-
capturedtracesarenegligible. However, aswe will
show in this paper, the differencesin the traces
canbesubstantial,indicatingthat theprotocolstack
adverselymodulatesthe application-generatedtraf-
fic patterns. Hencetools for obtainingapplication-
generatedtraffic tracesareneeded.

To determinetheapplication-generatedtraffic pat-
terns before being modulatedby a protocol stack,
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as well as to determinethe modulationcausedby
eachlayer of the stack,we presentthe Monitor for
Application-GeneratedNetwork Traffic (MAGNeT).
MAGNeT differs from existing tools in that traf-
fic is monitorednot only uponenteringandleaving
thenetwork but alsothroughouttheentirenetwork-
protocolstack.

MAGNeT is not limited to monitoring network
protocolstacks.It providesa generalframework for
monitoringany kernelevent.As wewill show, it can
beusedto monitoreventime-sensitiveeventssuchas
context switches.

A. RelatedWork

As Figure1 shows, MAGNeTdiffers from tcp-
dump-like and RMON tools in that it makes fine-
grainedmeasurementsthroughoutthe entire proto-
col stack,not just at the network wire level. While
theTCPkernelmonitor[10] is similar to MAGNeT,
MAGNeTdiffers in at leasttwo ways. First, MAG-
NeTcanbeusedanywherein theprotocolstack,not
just for monitoring TCP. Second,MAGNeT moni-
torsa supersetof thedatathattheTCPkernelmoni-
tor does.

NetLogger[11] collects,correlates,andpresents
informationaboutthe stateof a distributedsystem.
It includestoolsfor instrumentingapplications,host
systems,andnetworks. It alsopresentstools for vi-
sualizingthecollecteddata.However, it requiresre-
compilationor relinking of applications.Becauseof
its focuson overall systemdynamics,NetLoggeris
betterthanMAGNeT at presentingan overall view
of complex distributedsystembehaviors thatarethe
resultof theinteractionof multiplecomponentssuch
asnetwork, diskandCPUactivity.

In contrast,MAGNeT monitors all applications
without modification. It doesnot requireapplica-
tions to be recompiledor relinked. MAGNeT also

provides greaterdetail about the stateof the net-
work protocolstack(or operatingsystem)thanNet-
Logger. Furthermore,MAGNeT’s timestampsare
severaldecimalordersof magnitudemoreaccurate.
Thus,we view MAGNeTascomplementaryto Net-
Loggerandplanto makeMAGNeT’soutputcompat-
ible to leverageNetLogger’svisualizationtools.

I I . MAGNET DESIGN

The designof MAGNeT focuseson two primary
goals: accuratetimestampsandtransparency to the
end user when run in a production environment.
We achieve accuratetime measurementby usingthe
CPU cycle counter(available in modernmicropro-
cessors)to recordtimestampswith cycle-level gran-
ularity. To provide transparency to theenduser, we
implementthecoreMAGNeTfunctionalityasanop-
eratingsystem(OS)patch. This patchcreatesa cir-
cular buffer in kernel memoryand placesfunction
calls throughoutthe networking stackto recordap-
propriateinformationasdatatraversesthe stack. A
user-spaceprogram, packagedwith the MAGNeT
toolkit, periodicallyemptiesthis kernelbuffer, sav-
ing thebinarydatato disk. For thepost-processingof
data,asetof data-analysistoolstranslatesthebinary
datainto human-readableform. Finally, to complete
the MAGNeT toolkit, a library of scriptsautomates
the collectionof datafrom a set of MAGNeT-ized
hosts.

A. MAGNeTin KernelSpace

Figure 2 provides a high-level overview of the
operationanddataflow of MAGNeT. Applications
make send() and recv() systemcalls during
their courseof execution to sendand receive net-
work traffic. Thesecalls eventually make use of
TCP, IP, or othernetwork protocolsin the kernelto
transferdataon to the network. Eachtime a pro-
tocol eventoccurs,theMAGNeT-izedkernelmakes
a call to the MAGNeT recordingprocedure(which
in our implementationis calledmagnet-add() ).
Thisproceduresavesrelevantdatato acircularbuffer
in kernel space,which is then saved to disk by
the MAGNeT user-level applicationprogramcalled
magnet-read .

TheMAGNeTkernelpatchaddsseveralfunctions
to Linux 2.4. The functionmagnet add() addsa
datapoint to acircularbuffer thatis pinnedin kernel
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memory. This function is optimizedsothateachin-
strumentationcall usesasfew resourcesaspossible
andcanbecalledanywherein theprotocolstack.In
addition,anew file is addedto the/proc file system
at /proc/net/magnet . This file maybereadby
any userto determinethe currentstateandparame-
tersof theMAGNeTkernelcode.

Figure3 shows thedatastructurethatis appended
to the kernelbuffer asa MAGNeT instrumentation
recordat eachinstrumentationpoint. The sockid
field containsa unique identifier for eachconnec-
tion stream,providing a way to separateindividual
datastreamsfrom a tracewhile protectingthe pri-
vacy of the applicationanduser. The timestamp
field holdsthevaluereadfromtheCPUcyclecounter
andalsosynchronizesMAGNeT’s kernel-anduser-
spaceprocesses.The event field keepstrack of
the type of event a particularrecordrefersto, e.g.,
MAGNETIP SEND. The size field containsthe
number of bytes that were transferredduring the
event. Finally, the data field (an optionalfield se-
lectedat kernel-compiletime) is a union of various
structuresin which informationspecificto particular
protocolscanbestored.Thisfield providesamecha-
nismfor MAGNeTto recordprotocol-stateinforma-
tion alongwith event transitions. Figure14, in the
appendix,shows theunionmembersfor TCPandIP
events.(For moredetailson MAGNeT’s implemen-
tation,see[12]).

B. MAGNeTin UserSpace

The user-level interface to MAGNeT consists
of three application programs (magnet-read ,
magnet-parse , and mkmagnet ), a specialde-
vicefile to facilitatekernel/usercommunication,and
automatingscripts.magnet-read savesdatafrom

struct magnet_data {
void *sockid;
unsigned long long timestamp;
unsigned int event;
int size;
union magnet_ext_data data;

}; /* struct magnet data */

Fig. 3. TheMAGNeTInstrumentationRecord

the kernel’s buffer, which is exportedvia the spe-
cial device file, to a disk file, andmagnet-parse
translatesthesaveddatainto ahuman-readableform.
mkmagnet is a small utility programto createthe
files that magnet-read requiresto operate. The
scriptsincludedwith the MAGNeT distribution al-
low theoperationof MAGNeTto befully automated
andtransparentto theenduser.

C. Kernel/UserSynchronization

The MAGNeT kernel patch exports a circular
buffer to userspacevia sharedmemory. Sincethe
kernel and userprocessesaccessthe sameareaof
physicalmemory, MAGNeTcoordinatesaccessesby
thetwo processesusingafield of theinstrumentation
recordasa synchronizationflag betweentheMAG-
NeTuserandkernelprocesses,asshown in Figures4
and 5. Specifically, our initial implementationof
MAGNeTusesthetimestamp asthesynchroniza-
tion field.

Beforewriting to aslot in thebuffer, theMAGNeT
kernelcodechecksthesynchronizationfield for that
slot. If the field indicatesthat the slot hasnot yet
beencopiedto userspace(e.g., timestamp field
is non-zero),the kernelbuffer is full. In this case,
thekernelcodeincrementsa countof thenumberof
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instrumentationrecordsthat couldnot besaveddue
to the buffer beingfull. Otherwise,the kernelcode
writesanew instrumentationrecordandadvancesto
thenext slot in thebuffer.

The user applicationaccessesthe samecircular
buffer viakernel/usersharedmemory. Whenthesyn-
chronizationfield at thecurrentslot indicatestheslot
containsa valid record,theapplicationreadstheen-
tire recordandresetsthesynchronizationfield (e.g.,
resetsthe timestamp field to zero)to signalto the
kernelthat the slot is onceagainavailable. The ap-
plicationthenadvancesto thenext slot in thebuffer.

Whenthekernelhasa non-zerocountof unsaved
eventsandbufferspacebecomesavailable,thekernel
writesaspecialrecordto reportthenumberof instru-
mentationrecordsthatwerenot recorded.Thus,dur-
ing post-processingof the data,the fact that events
werelost is detectedat the appropriateplacewithin
thedatastream.Ourexperienceto dateindicatesthat
while unrecordedeventsarepossible,they rarelyoc-

cur during the monitoringof actualusers. We will
returnto thesubjectof losteventsin SectionIII-A.2.

D. MAGNeTTimestamps

To ensurethe greatestaccuracy possible,MAG-
NeT usesthe cycle counteravailableon contempo-
rarymicroprocessorsasthesourceof its timestamps.
MAGNeT obtainsthis information via the kernel’s
getcyclecounter() function, which keepsthe
MAGNeT code hardware-independent.Given the
speedof the processor, the differencebetweentwo
cycle countscan be converted to an elapsedtime.
Givena time referent,elapsedtimecanbeconverted
to adateandtime.

MAGNeTexportstheprocessorspeedandnative
bit-orderof the tracein the first recordof the trace
sothatmagnet-read or otheruser-spacetoolscan
convert the timestampsto elapsedtime. MAGNeT
also exports the startingdateand time (as seconds
sincethe Unix epoch)so that elapsedtime can be
convertedto a dateandtime.



Configuration
1 Linux 2.4.3
2 Linux 2.4.3w/MAGNeT
3 Linux 2.4.3w/MAGNeT,magnet-read on receiver
4 Linux 2.4.3w/MAGNeT,magnet-read on sender
5 Linux 2.4.3,tcpdump on receiver
6 Linux 2.4.3,tcpdump on sender

TABLE I

TEST CONFIGURATIONS

I I I . MAGNET PERFORMANCE ANALYSIS

To determinethe overheadof runningMAGNeT,
wemeasurethemaximumdatarateandtheCPUuti-
lizationbetweenasenderandreceiverwith andwith-
out MAGNeT. For comparison,we alsomeasurethe
overheadof runningtcpdump . In total, thesix con-
figurationsshown in TableI arecompared.

Our baselineconfigurationrunsbetweentwo ma-
chineswith stockLinux 2.4.3kernels. The second
configurationusesthe samemachinesbut with the
MAGNeT patchesinstalled. Although presentin
memory, MAGNeT recordsare not saved to disk.
Thethird configurationis thesameasthesecondex-
ceptmagnet-read runsonthereceiverto drainthe
MAGNeTbuffer. Thefourthconfigurationis alsothe
sameasthesecond,but with magnet-read on the
sender. For thefifth andsixth configurations,tcp-
dump is run on stockLinux 2.4.3kernels.Thefifth
configurationruns tcpdump on the receiver, while
thesixth runstcpdump on thesender. All configu-
rationsaretestedon both100Mbpsand1000Mbps
Ethernetnetworks.

We conductthe testsbetweentwo identical dual
400MHz PentiumIIs with NetGear100Mbps and
Alteon 1000Mbps Ethernet cards. MAGNeT is
configuredto record only the transitionsbetween
protocol stack layers,not the optional information
about the packets and the protocol state. The de-
fault 256KB kernelbuffer is alsousedto storeevent
records.

For a workload, we use netperf [13] on the
senderto saturatethe network.1 We minimize the
amountof interferencein ourmeasurementsby elim-
inating all othernetwork traffic andminimizing the
numberof processesrunningon thetestmachinesto
netperf anda few essentialservices.
�
The commandwe use is “netperf -P 0 -c <local CPU

index> -C <remote CPU index> -H <hostname> ”

100Mbps 1000Mbps
Throughput(Kbps) Throughput(Kbps)

1 94.14 � 0.00 459.48 � 1.63
2 94.13 � 0.01 452.46 � 1.82
3 90.79 � 0.82 444.31 � 1.66
4 90.69 � 0.88 440.24 � 2.11
5 89.39 � 1.48 290.68 � 15.64
6 89.04 � 0.84 343.22 � 18.71

TABLE II

PERFORMANCE OF MAGNET VS. tcpdump
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A. Performance

We comparethe performanceof MAGNeT with
tcpdump astheclosestcommonly-availablemoni-
toringtool eventhoughMAGNeTrecordsadifferent
set of information than tcpdump (i.e., MAGNeT
recordsapplicationand protocol stack-level traffic
while tcpdump only recordsnetwork-wire traffic).
By default (andastested)tcpdump storesthe first
68 bytes of every packet. MAGNeT, by default,
storesa 24-byterecordfor eachprotocolof thefour
layersin thestack.ThusMAGNeTrecords96 bytes
for everypacket.

TableII andFigure6 presentthe performanceof
MAGNeT and tcpdump for our tests. Along with
the mean,the width of the 95% confidenceinterval
is given.

1) Network Throughput: The kernel-resident
portionof MAGNeTexecuteswhetherinformationis
beingsavedto diskor not. TableII showsthat“Linux
2.4.3 w/MAGNeT” over 100Mbps and 1000Mbps
Ethernetincursnegligible overheadwhendatais not
beingsavedto disk. With magnet-read activeon



the receiver or sender, MAGNeT incurs lessthana
5% reductionin network throughputon a saturated
network. Furthermore,the penalty is nearly con-
stantregardlessof network speed.In contrast,while
tcpdump incursroughlythesamepenaltyasMAG-
NeT over 100Mbpsnetworks, thepenaltyincreases
to 25%-35%of total throughputat1000Mbps.Thus,
MAGNeTscalesbetterthantcpdump .

2) Event Loss: Analysis of the MAGNeT-
collecteddatafor our testsrevealsthatMAGNeToc-
casionallyfails to recordeventsat high network uti-
lization. On a saturated network, MAGNeT, in its
default configuration,wasunableto recordapprox-
imately3% of the total eventsfor the 100Mbps tri-
als, while for the 1000Mbps teststhe loss rateap-
proached15%. Theselossesaredueto the 256KB
buffer in thekernelfilling beforemagnet-read is
ableto drainit.

By comparison,lossratesfor tcpdump aresig-
nificantlyhigherthanfor MAGNeT. Underthesame
test conditions,averagepacket-lossratesfor tcp-
dump arearound15%on a saturated100Mbpsnet-
work, i.e.,five timeshigherthanMAGNeTin its de-
fault configuration.

Becausetcpdump doesno buffering, loss rates
will increaseasnetwork speedsincrease.In contrast,
if MAGNeT’s lossrateis toohigh, it canbeadjusted
to anacceptablelevel via themechanismsdiscussed
below; tcpdump lackssuchadjustability.

As notedin [14], our toolkit providestwo meth-
ods for reducingthe event loss rate: (1) increasing
thekernelbuffer sizeor (2) reducingthetime mag-
net-read waits beforedrainingthe kernelbuffer.
Figure 7 shows the effect of theseparameterson
event loss rate for the 100Mbps saturatednetwork
tests.

Increasingthe kernel buffer size reducesMAG-
NeT’seventlossratedown to virtually no lostevents
underany network load with a 1MB buffer. How-
ever, becausethisbuffer is pinnedin memory, a large
buffer alsoreducesthe amountof physicalmemory
availableto thekernelandapplications.

Adjusting the amount of time magnet-read
waits before draining newly accumulatedrecords
also affects the performanceof MAGNeT. Shorter
delayscausethebuffer tobedrainedmorefrequently,
thus reducingthe chanceof lost events. However,
shorterdelayscreatemorework (in termsof CPUus-
ageand,possibly, disk write activity), andthusmay
interferewith thesystem’snormaluse.
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Figure8showstheaverageCPUutilizationfor dif-
ferentdelaysandbuffersizeswith MAGNeTrunning
on the sendingmachine.(The high CPU utilization
reportedin this graphis dueto our testprocedureof
flooding the network with netperf , which places
an unusuallyhigh load on the senderCPU.)As the
resultsshow, CPUutilization is relatively insensitive
to therangeof kernelbuffer sizestestedbut it is sen-
sitive to changesin delay.

IV. APPLICATIONS OF MAGNET

The MAGNeT toolkit provides a transparent
methodof gatheringapplicationtraffic dataon indi-
vidualmachines.MAGNeTmeetsits goalof record-
ing application-generatedtraffic patternswhile caus-
ing minimal interference. In this section,we pro-
vide examplesof how MAGNeT-collectedinforma-
tion canbeutilized.
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A. Traffic PatternAnalysis

We canuseMAGNeT-collectedtracesto investi-
gatedifferencesbetweenthe traffic generatedby an
applicationandthatsametraffic asit appearson the
network (i.e., aftermodulationby a protocolstack).
As a simpleexample,we considera traceof a FTP
sessionfrom our facility in LosAlamos,NM to a lo-
cation in Dallas,TX. Figure9 shows a one-second
MAGNeTtrace,takenoneminuteinto thetransfer.

As canbe seenfrom the graph,the FTP applica-
tion attemptsto send10KB segmentsof dataevery
20 milliseconds,but theprotocolstack(TCPandIP
in thiscase)modulatesthetraffic into approximately
1500-bytepackets, the maximum payloadsize on
Ethernetnetworks, at intervals of varying duration.
Thevariablespacingof thetraffic intervalsis caused
by TCP waiting for positive acknowledgementsbe-
foresendingmoretraffic.

If we sendthetraffic streamasit wasdeliveredto
thenetworkthroughanotherTCPstack,aswouldbe
thecasewhena firewall breaksa logical connection
into two physicalconnections,we seefurther mod-
ulation. Eachsubsequentrun of network-delivered

TABLE III

EFFECT OF MULTIPLE TCP STACKS

Trial DataSize Inter-packet Spacing
(sec)

Application 3284 0.124
1stTCPstack 1016 0.045
2ndTCPstack 919 0.037
3rdTCPstack 761 0.079
4thTCPstack 723 0.122
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Fig. 10. MAGNeTTraceof MPEG-1Layer3 Audio Stream

traffic throughTCP further modulatesthe traffic, as
shown in Table III. Thus,we seethat TCP signifi-
cantlyperturbstraffic patterns,evenwhenthetraffic
patternhaspreviously beenshapedby TCP. This re-
sult implies thatwire-level traffic tracesdo not rep-
resentthe truenetworking requirementsof end-user
applications.

The next exampleshows a dramaticallydifferent
traffic patternillustrating that the demandsplaced
uponthenetwork dependupontheapplication.

In this example,we monitor network traffic on a
machineplayinga128KbpsMPEG-1Layer3 (MP3)
audio streamfrom mp3.com. To initiate the trans-
fer, theMP3 playerrequeststhedesiredstream.The
server then begins streamingthe dataat a uniform
rate. Figure 10 shows one secondof a MAGNeT
tracetaken five secondsafter the audio streambe-
gins.

The figure graphicallyshows when the IP layer
receives datafrom the device driver and when the
socket layerof thekernelreceivesdatafrom theTCP
layer. The application’s network requirementsare
for small blocksof 418bytes,correspondingto the
framesof the MP3 audio stream,in bursts which
arenon-uniformlyspacedbut which average21ms
apart.Theaveragedataratedeliveredto theapplica-
tion is 127.1Kbps. On the otherhand,the network
delivers1380bytesof dataregularly every79msfor
anaveragedatarateof 139.9Kbps.

Thisbehavior is in contrastto theFTPapplication
shown earlier where the applicationrequestslarge
blocks of data periodically and the network frag-
mentsthedatainto smallerunitsandtransmitsthem
with irregularspacing.Thusweseethatapplication-
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generatedrequestsvary widely, dependinguponthe
application,and do not resemblethe traffic on the
network.

B. ResourceManagement

With theoptionaldata field compiledin, MAG-
NeT can returnsnapshotsof the completeprotocol
state during the execution of real applicationson
livenetworks. Previously, this informationwasonly
availablein simulationenvironmentssuchasns. This
kind of datais invaluablewhenplanningproperre-
sourceallocationon largecomputingsystems.

For example,Figure11showsthesizeof thesend-
ing TCP buffer during the streamingof an MPEG
movie. The buffer containsdatarecordedas“sent”
by the application,but not yet actuallydeliveredto
the network by TCP. It reachesa maximumsizeof
around30KB but averages6.5KB for thelife of the
connection.With thiskind of information,aresource
allocationstrategy which conformsto thetrueneeds
of applicationsmaybedeveloped.

C. Network-Aware ApplicationDevelopment

As discussedin Section II, MAGNeT captures
data which network-aware applicationscan use to
appropriatelytune their performance. In our im-
plementation,any application is able to open the
MAGNeT device file and map the MAGNeT data-
collection buffer to a portion of its memoryspace.
Thus,a daemonmay be developedwhich monitors
the MAGNeT-collecteddata and provides a sum-
mary of the datafor specificconnectionsat the re-
quest of network-aware applications. This strat-
egy consolidatesall network-monitoringactivity to

amortizethe overheadacrossall network-awareap-
plicationsrunningon thesystem.

D. KernelMonitoring

Besidesbeinguseful for monitoring the network
protocolstack,MAGNeT canalsobe usedto mon-
itor otherkernelevents. As an example,we extend
MAGNeT to recordthe schedulingbehavior of the
operatingsystem(OS).Clearly, suchinformationis
usefulto OSdesignersandimplementors.

Here,we focuson the following events: process
creation(fork ), scheduling(schedule ) and ter-
mination (exit ). From the MAGNeT traces,we
calculatethe durationof the context switches. By
context-switchdurationwemeanthetimeit takesfor
the kernel to decidewhich processto executenext
andto reloadthe process’state.2 Modifying MAG-
NeT for this purposerequiresa total of 26 lines of
codeto beaddedto four files.

For theexperiment,werunoneof themachinesin
SectionIII with the MAGNeT-izedkernel contain-
ing themonitoringextensionsto thescheduler. The
baselineworkload has only the usual systempro-
cesses(the “idle” test). The next workload addsa
processspinning in an infinite loop doing nothing
(CPU-boundtest).

Figure 12 shows the duration of every context
switch that the systemexecutesas a function of
the time since the beginning of the “idle” system
test. The averagecontext switch time for CPU #0
is around2 
 scorrespondingto thefastpaththrough
theschedulerwith occasionalexcursionsto approxi-
mately4 
 s dueto taking theslow pathinstead.On
theotherhand,context switchesfor CPU#1 areap-
proximately4-6 
 s likely due to contentionon the
spinlock protectingthereadyprocessqueue.

Figure13showsthesamegraphbut with theCPU-
boundprocessrunning. Theaveragecontext switch
time for CPU #0 now oscillatesbetween2 
 s and
6 
 s with a periodof around2sec.Likewise,theav-
eragecontext switchtime for CPU#1 alsooscillates
but 180 degreesout of phase. This curiousbehav-
ior is due to a known problemin the Linux kernel�

This is not theentirepenaltysufferedby anapplication.It is very
difficult, in general,to quantify all theeffectsof context switcheson
contemporarymicroprocessors.Forexample,extracachemissesoccur
asa resultof processstatehaving beenevicted from thecachewhen
anotherprocessran. Theseeffectsarenot seenat context-switchtime
but aremanifestasextra cycles consumedduring instructionexecu-
tion long afterthecontext switch.Thecacheeffectscontinueuntil the
working setis onceagainloaded.
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Fig. 12. Durationof Context Switchesonan“Idle” Machine
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Fig. 13. Durationof Context Switcheswith a CPU-boundProcess

schedulerwhich causesa processto migrateto idle
processorsin a round-robinfashion[15]. It is one
of theitemsbeingworkedon in theexperimental2.5
kernel.Thespikesin context switchdurationimme-
diatelyaftera processmigratesto theotherCPUare
dueto thecacheeffectsmentionedearlier.

V. FUTURE WORK

Ourimplementationof MAGNeTcanbeimproved
in severalways. We would like to allow theuserto
setvariousMAGNeT parameters(e.g.,the kinds of
eventsto be recorded,the sizeof the kernelbuffer,
etc.) at run-timeratherthanat kernelcompile-time.
Allowing run-timeuserconfigurationof the MAG-
NeT toolkit could be accomplishedby making the
current/proc file writable.Run-timeconfiguration
wouldgreatlyincreasetheusabilityandflexibility of
theMAGNeTtoolkit.

Anotherpotentialareaof improvementin MAG-
NeT is the mechanismusedto storerecordeddata
from the kernelbuffer to disk. Ratherthen have a
user-levelprocess,abetterapproachmaybeto utilize
kernelthreadsto performall stepsof theinstrumen-
tation[16]. With this methodology, theneedfor the
specialdevice file, the file createdby mkmagnet ,
andthekernel/usersharedmemorywould be elimi-
nated.In addition,kernelthreadsmay lower MAG-
NeT’s alreadylow eventlossrateby eliminatingthe
overheadof magnet-read . However, implement-
ing kernel threadsmay impedeexporting real-time
datato network-awareapplications.Theuseof ker-
nel threadsmay be explored for future versionsof
MAGNeT.

Timing with CPUcycle counterscanbeproblem-
atic on contemporaryCPUswhich maychangetheir
clock rate according to power managementpoli-
cies. If the kerneldetectssuchchanges,MAGNeT
couldeasilyhook into theclock-ratedetectioncode
andoutputnew MAGNETSYSINFO events. These
events,containingnew timing information,wouldal-
low correctpost-processingin spiteof CPU clock-
rate changes. However, current Linux production
kernelsareunableto detectCPUclock ratechanges
at run-time. We will modify MAGNeT to account
for CPU clock-ratechangeswhenthe Linux kernel
providesamechanismfor doingso.

For applicationswhich are compiledto usesys-
tem sharedlibraries(ratherthanstatically-compiled
libraries),an alternative methodof gatheringappli-
cation traffic patternsis to provide a sharedlibrary
which instrumentsnetwork calls beforepassingthe
callson to theoriginal systemlibrary. SinceMAG-
NeTrecordsnetwork call eventsonly within theker-
nel, the useof suchan instrumentedlibrary (which
recordsapplicationeventsin userspace,beforeany
context switch) is complimentaryto the approach
takenin MAGNeT. Usingsucha library in conjunc-
tion with MAGNeT would allow systemcall over-
headto bequantifiedwhile still requiringno change
to applications.

VI. CONCLUSION

Currenttraffic libraries,network traces,andnet-
work modelsare basedon measurementsmadeby
tcpdump -like tools Thesetools do not capturean
application’s true traffic demands;insteadthey cap-
ture an application’s demandsafter having been



modulatedby theprotocolstack.Therefore,existing
traffic libraries,network traces,andnetwork models
cannotprovideprotocol-independentinsightinto the
actualtraffic patternsof an application. The MAG-
NeT toolkit fills thevoid by providing a flexible and
low-overheadinfrastructurefor monitoringnetwork
traffic anywherein theprotocolstack.
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APPENDIX

Thefollowing optionaldatastructurecanbecom-
piled into MAGNeTto export TCP- andIP-specific
protocolstateto user-space.

struct magnet_tcp {
/* data from "struct tcp_opt" in

include/net/sock.h */

/* TCP source port */
unsigned short source;
/* TCP destination port */
unsigned short dest;

/* Expected receiver window */
unsigned long snd_wnd;

/* smothed round trip time << 3 */
unsigned long srtt;
/* retransmit timeout */
unsigned long rto;

/* Packets which are "in flight" */
unsigned long packets_out;
/* Retransmitted packets out */
unsigned long retrans_out;

/* Slow start size threshold */
unsigned long snd_ssthresh;
/* Sending congestion window */
unsigned long snd_cwnd;

/* Current receiver window */
unsigned long rcv_wnd;
/* Tail+1 of data in send buffer */
unsigned long write_seq;
/* Head of yet unread data */
unsigned long copied_seq;

/* TCP flags*/
unsigned short fin:1,syn:1,rst:1,

psh:1,ack:1,urg:1,ece:1,cwr:1;
}; /* struct magnet_tcp */

struct magnet_ip {
/* IP header info */

unsigned char version;
unsigned char tos;
unsigned short id;
unsigned short frag_off;
unsigned char ttl;
unsigned char protocol;

}; /* struct magnet_ip */

Fig. 14. MAGNeTExtendedDatafor TCPandIP


